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Introduction

The field of study

Koblitz (1987) described how to use elliptic curves to construct a public key
cryptosystem. To get a more general class of curves, and possibly larger group
orders, Koblitz (1989) then proposed using Jacobians of hyperelliptic curves.
After Boneh and Franklin (2001) proposed an identity based cryptosystem by
using the Weil pairing on an elliptic curve, pairings have been of great interest
to cryptography (see Galbraith, 2005). The next natural step was to consider
pairings on Jacobians of hyperelliptic curves. Galbraith, Hess et al. (2007)
survey the recent research on pairings on Jacobians of hyperelliptic curves.
This thesis is on aspects of pairing based cryptography on Jacobians of genus
two curves.

Consider the Jacobian J¢ of a curve defined over a finite field Fy. Let £
be a prime number dividing the number of rational points on J¢, and let k
be the multiplicative order of ¢ modulo ¢. The pairing in question is usually
the Weil or the Tate pairing; both pairings can be computed with Miller’s
algorithm (Miller, 1986). The Tate pairing can be computed more efficiently
than the Weil pairing (see Galbraith, 2001). The Tate pairing is non-degenerate
on Jo(F»)[f] (see Hess, 2004) and the Weil pairing is non-degenerate on J¢ (]
(see Silverman, 1986, Proposition 8.1, p. 96). So if Jo[f] is not contained
in HC<]Fqk), then the Tate pairing is non-degenerate over a possible smaller
field extension than the Weil pairing.

For elliptic curves, in most cases relevant to pairing based cryptography,
the Weil pairing and the Tate pairing are non-degenerate over the same field.
Let E be an elliptic curve defined over a finite field. Balasubramanian and
Koblitz (1998) proved that if the group s, of £ roots of unity is not contained
in the ground field, then a field extension of the ground field contains p, if and
only if the /-torsion points on F are rational over the same field extension. By
Rubin and Silverberg (2007), this result also holds for Jacobians of genus two
curves in the following sense: if uy is not contained in the ground field, then
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the Weil pairing is non-degenerate on U x V', where U is the rational ¢-torsion
subgroup and V is the p-eigenspace of the p-power Frobenius endomorphism
of Hc.

To use curves in (cryptographic) applications, we need a way to find the
points on the curves. Miller (2004) uses the Weil pairing to find generators of
the rational subgroup of an elliptic curve defined over a finite field F,. Frey
and Riick (1994) claim that the non-degeneracy of the Tate pairing can be used
to determine whether r random points of the rational m-torsion subgroup in
fact is an independent set of generators of the rational m-torsion subgroup.

New results

The new results established and presented in this thesis are the following.

(a) A generalization of the result by Balasubramanian and Koblitz (1998)
for elliptic curves to Jacobians of genus two curves (Theorem 2.1 and
Theorem 2.2). This is the main result of the thesis.

(b) From this generalization it follows that if £ does not divide g—1, then the
Weil pairing is non-degenerate on o (Fyx ) [€] x dc (F 4« )[£] (Corollary 2.5).

(c) Moreover, we obtain an explicit description of the ¢-torsion subgroup of
the Jacobian of a supersingular genus two curve (Theorem 2.17). In par-
ticular, we see that if £ > 3, then the /-torsion points on the Jacobian J¢
of a supersingular genus two curve defined over F, are rational over a
field extension of F, of degree at most 24, and Jc(Fy)[¢] is of rank at
most two as a Z/¢Z-module (Corollary 2.18).

These results are presented in the preprint (Ravnshgj, 2008b).

(d) The g-power Frobenius endomorphism of Jo has either a diagonal re-
presentation on Jc[f] or a representation of a particular form (Theo-
rem 2.11). The result is presented in the preprint (Ravnshgj, 2008c).

(e) If 2¢2 divides the number of rational points on J¢c, then ¢ is at most 16,
and the Weil polynomial is on a very restricted list of polynomials (Theo-
rem 2.19). The result is presented in the preprint (Ravnshgj, 2007c).

(f) A probabilistic algorithm to determine generators of Jco(IF,)[m], where
m is the largest divisor of the number of IF-rational points on the Jaco-
bian J¢, such that ¢ divides ¢ — 1 for every prime number ¢ dividing m
(Algorithm 3.11). The result is presented in the preprint (Ravnshgj,
2007a).

(g) A probabilistic algorithm to determine generators of Jc[¢], where ¢ does
not divide ¢ — 1 (Algorithm 3.24). The algorithm is based on an explicit
description of the representation of the g-power Frobenius endomorphism
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and the Weil pairing on the ¢-torsion subgroup Jc[¢] (Theorem 2.11 and
Theorem 3.19). The result is published in the paper (Ravnshgj, 2008¢c).

All of these results are established basically by using elementary methods from
linear algebra and number theory.

The central idea is to consider the matrix representation of the g-power
Frobenius endomorphism of the Jacobian on the ¢-torsion subgroup. From this
representation and the fact that the Weil polynomial P(X) of the Jacobian is
of a very specific form, we can deduce a lot of information about the Jacobian.
The most important fact is that P(X) and the characteristic polynomial of
the representation of the Frobenius endomorphism on the ¢-torsion subgroup
are equivalent modulo ¢. But also the fact that the number of rational points
on the Jacobian is given by P(1) is important; this reveals information on the
coefficients of P(X).

Another important idea is to use the non-degeneracy of the Weil pairing on
the I x-rational /-torsion subgroup Jco(F,x)[¢]. Not only does this imply that
Jo(Fyr)[€] is non-cyclic, if jiy is not contained in Fy; also, it lets us determine
if two F,s-rational points are linearly dependent. In fact, we show that the
WEeil pairing can be used in this manner on the full ¢-torsion subgroup, and
not only on the F x-rational /-torsion subgroup. This gives us a procedure
to determine if four random ¢-torsion points on the Jacobian generates the
{-torsion subgroup.

Structure of the thesis

The thesis is organized as follows.

Chapter 1 We define the objects of study: Jacobians of genus two curves.
Basic definitions and facts about algebraic curves are recalled. Crypto-
graphic protocols on Jacobians of curves are introduced; in particular,
we introduce pairing based protocols. Finally, we recall the proof of the
fact that any genus two curve is hyperelliptic and can be represented by
a planar curve.

Chapter 2 In this chapter we establish and prove the new results (a)—(e)
above on properties of Jacobians of genus two curves. The generaliza-
tion of the result by Balasubramanian and Koblitz (1998) is the main
result of the chapter. After proving the generalization, we treat the ma-
trix representation of the Frobenius endomorphism and the supersingular
case. The case where 2¢? divides the number of rational points on J¢ is
treated in the final section of the chapter.
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Chapter 3 The algorithms (f) and (g) to determine generators of ¢-torsion
subgroups of the Jacobian of a genus two curve are established. The
chapter is organized as follows. In the first section we recall some facts
concerning finite abelian groups, and obtain an algorithm to choose an
element of prime number order in a finite abelian group. In the second
section we establish the algorithm (f), and in the last section we establish
the algorithm (g).

Four appendices are included, containing the preprints by the author. To
increase readability of the thesis, an index has been included after the biblio-

graphy.
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Chapter 1

Jacobians of genus two curves

Since Jacobians of (genus two) curves naturally carry a group structure, they
can be used in cryptographic applications. In particular, the existence of bi-
linear pairings on the Jacobians allows pairing based cryptography. The thesis
is on aspects of pairing based cryptography on Jacobians of genus two curves.

In this chapter we define the objects we wish to study, that is Jacobians of
genus two curves. Our intent is merely to present the properties that we need;
thus facts will be stated but not proved. We will, though, prove the central
results that any genus two curve is hyperelliptic and can be represented by a
planar curve.

The chapter is organized as follows: In section 1.1 we recall basic definitions
and facts about algebraic curves and fix the notation we will use throughout
the thesis. In section 1.2 we recall how to construct cryptographic protocols
on Jacobians of curves; in particular, we introduce pairing based protocols.
Finally, in section 1.3 we define a hyperelliptic curve, and prove that any
genus two curve is hyperelliptic and can be represented by a planar curve.

1.1 Algebraic curves

Throughout the thesis, a curve is an irreducible nonsingular projective variety
of dimension one.

In the following, let C' be curve of genus g defined over a field F. Let F
denote the algebraic closure of F. If ¢ > 1, then we cannot define a group
structure on the points on C. Instead, we consider the divisor class group
of C.
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1.1.1 The divisor class group

The divisor group Div(C) is the free, abelian group generated by the points
on C; i.e. Div(C) is the set of formal sums

D= Y np(P)

PeC(F)

of points on C, where np = 0 for all but a finite number of points P € C(F).
For a divisor D =} pecm np(P), we define the degree of D by

deg(D)= Y  npez,
PeC(F)

and the valuation of D at P by vp(D) = np. D is an effective divisor, if
vp(D) > 0 for all points P € C(F). Div(C) is ordered by D1 > Dy if D1 — Do
is effective. The support of D is defined as

Supp(D) = {P € C(F)|vp(D) #0}.

Finally, let
Divo(C) = {D € Div(C)|deg D = 0}
be the subgroup of degree zero divisors. - B -
Denote the ring of polynomial functions f : C' — F by F[C], and let F(C)
denote the quotient field of F[C]. For every point P € C(F) we define the ring

Op = {g/hlg,h € F[C], h(P) # 0}.

Op is a local ring, i.e. has a unique, maximal ideal mp (see Shafarevich,
1974, pp. 71-72). Since C is smooth, Op is a principal ideal domain; this
follows e.g. by (Shafarevich, 1974, Corollary 1, p. 75) and Nakayama’s Lemma.
A generator of mp is called a local parameter of C' at P.

Let f € F(C) be a rational function. We define a valuation vp on F(C) by

vp(f)=n < femp\mp,

it f(P) =0, and vp(f) = —vp(1l/f) if f(P) = co. For f(P) ¢ {0,00}, let
vp(f) =0. If vp(f) =n > 0, then we say that f has a zero of order n at P;
if n < 0, then we say that f has a pole of order n at P.

The set of points on C(F) with vp(f) # 0 is finite (see Shafarevich, 1974,
p. 129). Thus we may associate a divisor div(f) = > pcom vr(f)(P) to f.
If a divisor D € Div(C) is the divisor associated to a rational function, i.e.
D = div(f) for some f € F(C), then D is called a principal divisor. The set
of principal divisors on C' is denoted Prin(C'). A principal divisor is of degree
zero (see Shafarevich, 1974, Theorem 1, p. 141). Hence, Prin(C) is a subgroup
of the degree zero divisors Divy(C).
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1.1.2 Abelian varieties

A group variety is an algebraic variety G together with a group structure e,
such that the mappings

1:G—G, g—gt

k:GxG—G, (g,h)—geh

are regular. Obviously, a group variety G is smooth: if P € G is a singu-
lar point, then all points on G are singular by translation of P. This is a
contradiction.

Definition 1.1 (Abelian variety). An abelian variety is a projective, irre-
ducible group variety.

Example 1.2. An elliptic curve is the basic example of an abelian variety.
Cf. section 1.2.1 on page 6.

An abelian variety is an abelian group (see Shafarevich, 1974, Theorem 3,
p- 153). Thus we will write the group law additively. We denote the zero
element by O.

An endomorphism of an abelian variety A is a morphism ¢ : A — A, which
is also a group homomorphism; i.e. ¢(x + y) = ¢(x) + ¢(y) for any points
xz,y € A. The set of endomorphisms on A constitutes a ring End(A) with
composition as multiplicative structure and addition defined by

(@ +v)(x) = o(x) + (x).

The integers Z act on A in the obvious way, and the endomorphism of A
induced by an integer m € Z is denoted [m].

Now, consider an abelian variety A defined over a field IF and of dimension g.
Let IF be of characteristic p > 0. The m-torsion subgroup A{m| of A is defined
as the kernel of [m],

Alm| = ker[m] = {P € A|[m](P) = 0}.

A point P € A[m] is called an m-torsion point. The m-torsion subgroup is
a finite group, and if p does not divide m, then A[m]| is a Z/mZ-module of

rank 2g, i.e.
Alm] ~ (Z/mZ)*9. (1.1)

(See Lang, 1959, Theorem 6, p. 109). B
An endomorphism ¢ : A — A induces a linear map ¢ : A[m] — A[m| by
restriction. Hence, ¢ is represented by a matrix M € Matgy(Z/mZ) on A[m].
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If ¢ can be represented on A[m] by a diagonal matrix with respect to an
appropriate basis of A[m], then we say that ¢ is diagonalizable or has a diagonal
representation on Alm].

Let f € Z[X] be the characteristic polynomial of ¢ (see Lang, 1959, pp. 109
110), and let f € (Z/mZ)[X] be the characteristic polynomial of ¢. Then f is
a monic polynomial of degree 2g, and

f(X)=f(X) (modm).

(See Lang, 1959, Theorem 3, p. 186).

1.1.3 Jacobian varieties

Recall that C is a curve of genus g defined over a field F. The Jacobian J¢&
of C' is defined as the quotient

dc = Divo(C)/ Prin(C).

The Jacobian is an abelian variety of dimension g, and the points on the
Jacobian are divisor classes (see Lang, 1959, Theorem 8, p. 35).

Now, let F = I, the finite field of ¢ elements. Since C' is defined over [y,
the mapping (x,y) — (29,y9) is a morphism on C. This morphism induces
the q-power Frobenius endomorphism ¢ on the Jacobian ¢ by

e (Yo ne(P) = Y ne(e(P)).

We say that a point D € J¢ is Fym-rational, if ¢" (D) = D. The subgroup of
[F,m-rational points on J¢ is denoted Jo(IFym). This is a finite group, and

Jc(Fgm) 2 Z/MZ S L/l @ -+ - ® L[nog, (1.2)
where n; | n;jy1 for 1 < i < 2g and n, divides ¢ — 1 (see Frey and Lange,
2006, Proposition 5.78, p. 111).

Let P(X) be the characteristic polynomial of the g-power Frobenius endo-
morphism of Jo. P(X) is called the Weil polynomial of Jc. Tt is of the form

P(X)=X%+a; X* '+ 4 a, X9+ 4+ a1 1 X + ¢ (1.3)
(See Frey and Lange, 2006, Corollary 5.82; p. 112). By the definition of P(X),

[do(Fq)| = P(1);
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i.e. the number of [F -rational points on the Jacobian is P(1). (See Lang, 1959,
pp. 109-110).

In general, the ¢"-power Frobenius endomorphism of Jo is denoted ¢,;
note that ¢, = ¢™. Denote the characteristic polynomial of ¢, by P, (X).
A number wy, € C with P, (w,,) = 0 is called a ¢"-Weil number of Jo. Note
that Jc has four ¢™-Weil numbers. It follows by (Lang, 1959, Theorem 3,
p. 186) that if P (X) = [[,(X —w;), then P, (X) = [[,(X —w]®) . Hence, if w
is a g-Weil number of J¢, then w™ is a ¢"-Weil number of J¢.

1.1.4 The Weil and the Tate pairing

Let F be a finite, algebraic extension of F,. Consider divisors z € Jo(F)[/]
and y = >, a;P; € Jc(F) with disjoint supports, and let § € Jo(F)/¢dc(F)
denote the divisor class containing the divisor y. Furthermore, let f, € F(C)
be a rational function on C' with divisor div(f;) = ¢x. Set f,(y) = [, f(P)*.
Then ¢,(z,y) = fz(y) is a well-defined pairing

er 2 Jo(F)[0] x 3¢ (F) /€3 (F) — F* /(FX)".

It is called the Tate pairing (see Galbraith, 2005). Raising the result to the
[ |

power —— gives a well-defined element in the subgroup p, C FF of the ¢*" roots
of unity. This pairing

ét : 8C(F)[£] X Hc(F)/ggc(F) — [y

is called the reduced Tate pairing. The (reduced) Tate pairing is bilinear, and
if the field F contains the /*! roots of unity, then it is non-degenerate (see Hess,
2004). A fast algorithm for computing the Weil pairing is given by Duursma
and Lee (2003).

Now let z,y € dc[l] be divisors with disjoint support. The Weil pairing

ew : dcll] X dc[l] — 1

e (z,y)
Et(y,x) "
symmetric and non-degenerate on (Hyc [)E] x Jclf] (see Miller, 2004).

Both the Weil and the Tate pairing can be computed with Miller’s algorithm
(Miller, 1986). The Tate pairing can be computed more efficiently than the
Weil pairing (see Galbraith, 2001).

Since F,m contains the ¢*" roots of unity if and only if ¢ divides ¢™ — 1,
the multiplicative order of ¢ modulo £ plays an important role in pairing based

cryptography.

is then defined by e, (z,y) = The Weil pairing is bilinear, anti-
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Definition 1.3 (Embedding degree). Consider a prime number ¢ # p dividing
the number of [F-rational points on the Jacobian Jc. The embedding degree
of Jo(F,) with respect to £ is the least number k, such that ¢* =1 (mod ¢).

Throughout the thesis, we will denote the embedding degree by k. Closely
related to the embedding degree, we have the full embedding degree.

Definition 1.4 (Full embedding degree). Consider a prime number ¢ # p
dividing the number of [F -rational points on the Jacobian Jc. The full em-
bedding degree of Jo(IF,;) with respect to ¢ is the least number kg, such that
dcll] € dc(Fgro ).

Throughout the thesis we will denote the full embedding degree by k.

Remark 1.5. If o [f] C dc(Fyro), then £ | ¢* —1; cf. (1.1) on page 3 and (1.2)
on page 4. Hence, the full embedding degree is a multiple of the embedding
degree.

A priori, the Weil pairing is only non-degenerate over F x,. But in fact, as
we shall see in chapter 2, the Weil pairing is also non-degenerate over FFx.

1.2 Cryptography on curves

Elliptic curve cryptography, ECC, is cryptography based on the group law
on the points on an elliptic curve. In this section, we recall how the group
structure on the Jacobian of an elliptic curve lets us define a group structure
on the curve, and give examples of cryptographic protocols on elliptic curves.
Finally, we review some aspects of the latest research on pairings on Jacobians
of genus two curves.

We use elliptic curve as an example; but everywhere the elliptic curve can
be replaced by the Jacobian of a curve.

1.2.1 Elliptic curves

An elliptic curve (E, Py) over the field F is a curve E of genus one defined
over F with a selected point Py, € E(F). P is called the point at infinity.
By the Riemann-Roch Theorem, E is isomorphic to a planar curve (see Sil-
verman, 1986, Proposition 3.1 p. 63). The points on E and the points on the
Jacobian Jg of E are in bijective correspondance by the map o : £ — Jg,
P — P — Py (see Silverman, 1986, Proposition 3.4, p. 66). Define addition of
points on F by

Pl@P2:P3 s (Pl—Poo)—l-(PQ—POO):(Pg—POO);
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here the last equation is in the Jacobian. Then o is a group isomorphism. In
particular, (E,®) is a group. The group law is illustrated on figure 1.1.

Figure 1.1: The group law on an elliptic curve over R: P Q & R = O.

1.2.2 Classic cryptographic protocols

Consider an elliptic curve E defined over a field F. The security of crypto-
graphic protocols on elliptic curves is based on the discrete logarithm problem:

Given P, [n](P) € E(F), find n. (1.4)

In the following, we give instructive examples of classic cryptographic protocols
on elliptic curves: (1) the Diffie-Hellman key exhange protocol and (2) the
ElGamal protocol.

Example 1.6 (Diffie-Hellman key exchange). The Diffie-Hellman protocol
provides a key exchange between Alice and Bob. Choose an abelian group G
and an element P € G.

1. Alice chooses a secret number a € Z and computes Q1 = [a](P). Simi-
larly, Bob chooses a secret b € Z and computes Q2 = [b](P).

2. Publicly, Alice and Bob exchange @1 and Q.

3. Alice and Bob computes [a](Q2) respectively [b](Q1).

Since [a](Q2) = [a][b](P) = [b][a](P) = [b](Q1), Alice and Bob share the com-
mon secret [ab](P) after using the protocol.
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Example 1.7 (ElGamal encryption). ElGamal is a public key protocol. The
public parameters are an abelian group G, an element P € G and the order
of P. Bob wishes to send a message m € G secretly to Alice. Alice has the
secret key s4 and the public key P4 = [s4](P). The protocol consists of an
encryption- and a decryption-part.

Encryption To send the message m € G secretly to Alice, Bob chooses a
random number a € Z, and computes R = [a](P) and b = m + [a](Pa).
Then Bob sends the pair (R, b) to Alice.

Decryption Alice has received a pair (R,b). She computes S = [s4]|(R),
and reveals the message m = b — S. Since S = [s4](R) = [sa][a](P) =
[a][sa](P) = [a](Pa), Alice now knows the original message m € G.

1.2.3 Pairing based cryptographic protocols

The Diffie-Hellman key exchange protocol and the ElGamal protocol are both
based on computations in an abelian group G; this group can e.g. be an elliptic
curve or the multiplicative subgroup of a finite field. Hence, ECC with these
protocols is essentially not a new cryptosystem; in ECC, the abelian group is
merely represented in a clever way. In recent years, another cryptographic
application of elliptic curves has been of increasing interest. This is the use
of pairings on an elliptic curve (see Boneh and Franklin, 2001; Koblitz and
Menezes, 2005). By using a pairing, not only the group structure on an elliptic
curve is used; also the representation of the group is used. Hence, a finer
structure is exploited, i.e. an essentially new cryptosystem is yielded.
Consider an elliptic curve E defined over a finite field F,. Let

€: En] x Eln] — p, CFu

be a bilinear and non-degenerate map. As ¢ we can choose e.g. the Weil or
the Tate pairing; cf. section 1.1.4 on page 5.

Example 1.8 (Pairing based protocol). By exploiting the bilinearity, Boneh
and Franklin (2001) developed an efficient identity based encryption. The
public parameters are an elliptic curve E and an n-torsion point P € E[n].
Alice has the secret key s4 € Z and the public key Py = [sa](P). Alice
is identified by the public n-torsion point I € E[n]. Bob wishes to send a
message m € Fx secretly to Alice. This is done in the following way:

1. Bob chooses a random number r € Z and computes the point [r](P) and
the pairing €(Pa, Ia)" = ([r](Pa), 1a).
2. Then Bob sends [r](P) and u=m + ¢([r](Pa),Ia) to Alice.
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Notice that
e([r](P), Da) = e([r](P), [sal(1a)) = e([r][sa](P), 1a) = e([r](Pa), 1a).

Since Alice knows Da = [s4](14), she can compute m = u — e([r](Pa), La),
i.e. decrypt the encrypted message.

Example 1.9 (Pairing based signature scheme). With the bilinear map ¢ we
can also construct a signature scheme. To do this, we exploit the fact that

(P, [al(Q)) = e([b](P),Q) <= a=b (modn).

Still, the public parameters are the curve E and the n-torsion point P € E[n],
and Alice has the secret key s4 € Z. To sign a message @) € E[n] with her
secret key s4 € Z, Alice sends the tuple (P, [s4](P), @, [sa](®)). The point
[s4](Q) is the signature on Q). The message is verified by the identity

e(P, [54](Q)) = e([sa](P), Q).

Boneh, Lynn et al. (2004) describe the security of this kind of signature
schemes.

These examples of exploiting pairings on elliptic curves are only instructive.
A more thorough description is given in Paterson (2005).

1.2.4 Research on pairing based cryptography

Key distribution is perhaps the most basic problem in cryptography. For ex-
ample, to maintain the security in a symmetric key protocol, new keys must be
distributed frequently. The Diffie-Hellman key exchange protocol, Example 1.6
on page 7, partly solves this problem by providing an efficient key distribution
system. But the Diffie-Hellman protocol requires the communicating parties
Alice and Bob to exchange keys before they can communicate securely. Hence,
the Diffie-Hellman is useless in situations where a pre-exchange of keys is either
impossible or undesirable. Pairing based cryptography solves this problem: the
public key of Alice can be derived from her social security number, say.

Consider the Jacobian J¢ of a genus two curve defined over a finite field F,,.
Let

£ : 0c(Fym)[n] x do(Fqm)ln] — pt C Fop
be a pairing on the Fym-rational n-torsion subgroup. A natural and central

problem to consider is whether € is non-degenerate, or how to ensure that ¢ is
non-degenerate. Since the Tate pairing is non-degenerate if n divides ¢ — 1
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(see Hess, 2004), research is focused on the embedding degree k of the Jacobian,
i.e. the multiplicative order of ¢ modulo n.

In order to find curves with low embedding degree, supersingular curves
are a natural first choice; these curves have embedding degree k < 12 (see
Galbraith, 2001; Rubin and Silverberg, 2002). But furthermore, Jacobians of
supersingular curves always have distorsion maps (Galbraith, Pujolas et al.,
2006). A distortion map for a non-degenerate pairing ¢ and non-zero points
P, P, € Jc[n] is an endomorphism ¢ on J¢, such that e(Py,¥(P)) # 1.
When implementing pairing based cryptography on Jc(F,)[n], we might be
facing the problem that e(Py, Py) = 1 - this can happen, for example, if we use
the Tate pairing and k > 1. In these situations, we need distortion maps. In
other words, distortion maps ensure that pairing based cryptography can be
implemented.

On the other hand, supersingular curves restrict us to embedding degrees
k < 12. The next natural step is to consider non-supersingular curves. Gal-
braith, Mckee et al. (2007) gave a first step towards solving this problem by
presenting some quadratic polynomial families of abelian varieties of dimen-
sion two with embedding degree k = 5 and k = 10. Hitt (2007) extended this
result by presenting some quadratic polynomial families of Jacobians of genus
two curves with larger embedding degrees. Unfortunately, neither Galbraith,
Mckee et al. (2007) nor Hitt (2007) were able to generate any curves using
the complex multiplication method (see Eisentréger and Lauter, 2007; Gaudry,
Houtmann et al., 2005; Weng, 2003). The first examples of non-supersingular
genus two curves with “small” embedding degree (e.g., k < 60) were presented
by Freeman (2007). But the Jacobians of these curves only have prime divisors
t ~ {/q, and are therefore not attractive for cryptographic applications. Re-
search in non-supersingular curves with low embedding degree is still needed.

Galbraith, Hess et al. (2007) list a number of open problems in pairing
based cryptography. One open problem is to give efficient methods to choose
divisors in the particular subgroups. In this thesis, this problem is adresses by
(1) describing the rank of the F,m-rational ¢-torsion subgroup of the Jacobian
of a genus two curve as a Z/{Z-module, and by (2) presenting a probabilistic
algorithm to determine generators of the /-torsion subgroup of the Jacobian of
a genus two curve.

1.3 Genus two curves

In this final section we define a hyperelliptic curve, and prove that any genus
two curve is hyperelliptic and can be represented by a planar curve.
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1.3.1 Hyperelliptic curves

A hyperelliptic curve is a smooth, projective curve C' C P™ of genus at least
two with a separable morphism ¢ : C' — P! of degree two.

Consider a hyperelliptic curve C' of genus g defined over a (algebraically
closed) field F of characteristic p # 2. Let ¢ : C — P! be a separable morphism
of degree two. Cf. (Silverman, 1986, p. 28), we define the ramification index
of ¢ at a point P € C by

es(P) = vp(¢™typ)),

where ¢* is the pull-back of ¢, and t4py is a local parameter at ¢(P). So
ey(P) is the order of P as a zero of the map t4py 0 ¢. We note that since
te(p)(¢(P)) = 0, the ramification index e4(P) > 1. By (Silverman, 1986,
Proposition 2, p. 28),

> ey(P)=2. (1.5)

Pep=(Q)
Hence, 1 < ey(P) < 2 for any point P € C. In particular, p does not di-
vide e4(P). By Hurwitz’ Theorem (see Silverman, 1986, Theorem 5.9, p. 41)

it follows that
D> (es(P)—1)=2g+2.
PeC(F)

Hence,

Theorem 1.10. A hyperelliptic curve C of genus g has exactly 2g + 2 points
P e C with ey(P) = 2.

For any divisor D € Div(C), let
L(D) ={f e F(C)|div(f)+ D >0} U {0}

be the space of functions with no poles outside the support of D. Denote the
dimension of this space by I(D) = dimp L(D). Let P € C(F) be a F-rational
point on C. A gap value in P is a number n with ¢(nP) = ¢((n — 1)P). By
the Riemann-Roch Theorem,

1=10)<--<l((29-1)P) =g,

and [(nP) =n+1—g for n > 2¢g — 1. Since [(nP) < I((n—1)P)+1, it follows
that a curve of genus g has exactly g gap values
l=n1 <~ <nyg<29-—1.
The point P is called a Weierstrass point, if there exists a gap value n; # j
in P.
Consider a genus two curve C defined over a field F of characteristic p # 2.
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Theorem 1.11. Any genus two curve C defined over a field F of characte-
ristic p # 2 is hyperelliptic.

Proof. Let K > 0 be a canonical divisor on C'. By the Riemann-Roch Theorem
we know that deg(K) = I[(K) = 2. Since I(0) = 1, it follows that any function
f e L(K)\ L(0) will have two zeros, counted with multiplicity. Then the map
¢ : C — P! given by P+ (1: f(P)) is a morphism of degree two. Since p # 2,
it follows that ¢ is separable; cf. (Silverman, 1986, Corollary 2.12, p. 30). O

1.3.2 Planar representation

Let ¢ : C — P! be a separable morphism of degree two. Let P, € C be a point
with eg(Po) = 2. Since 3 pey-1(1.0) €6 (F) = 2 by (1.5) on the preceding page,
composition of ¢ with the map P! — FF given by (1:¢) +— & and (0: 1) — oo
defines a non-constant function f € L(2Py). Since deg(3Px) =3=2-2—1,
it follows by the Riemann-Roch Theorem that {(nPy) = n —1if n > 3. So
((2Py) = {(3P~) = 2. Hence, the gap values in P, are ny = 1 and ng = 3,
and P, is a Weierstrass point on C. Let {1,2} be a basis of L(2P), and
{1,z,y} a basis of L(4P4), where y has a pole of order at most four in Px.
Then
{1, 2,22 2%, 2% 2%, y, vy, 22y, y*} C L(10PL).

Since £(10P4) = 9, these functions are linearly dependent. So

y* + g(z)y = h(z), (1.6)

for some polynomials g, h € F[z] of degree degg < 2 and degh < 5. As in the
proof of (Silverman, 1986, Theorem 3.1, p. 63), it follows that the map

Y C — P2 P~ (1:z(P):y(P))

is a birational map, mapping C to a variety V C P? given on inhomogeneous
form by (1.6), and that V' is smooth. Hence, we may consider C' as a smooth,
plane curve. Every divisor class in the Jacobian is represented by a divisor of
the form P} + P> — 2P, (see Duquesne and Lange, 2006, p. 305). The group
law on the Jacobian of a genus two curve is illustrated on figure 1.2 on the
next page. Duquesne and Lange (2006) gives explicit formulas for computing
the group law.

Remark 1.12. By completing the square in (1.6) on this page, we see that any
genus two curve C' defined over a field of characteristic p # 2 can be given by
an equation of the form

y* = f(=),
where f € F[z] is a polynomial of degree deg f < 5.
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Figure 1.2: Group law on a genus two curve over R: (P14 P2)®(Q1+Q2)®(R1+R2) = O.






Chapter 2

Prime number torsion points

Consider the Jacobian J¢ of a genus two curve defined over a finite field IF,.
Let ¢ be an odd prime number dividing the number of F,-rational points on
the Jacobian, and let k be the multiplicative order of ¢ modulo £. The Tate
pairing is non-degenerate on ¢ (I )[¢], and the Weil pairing is non-degenerate
on Jel[f]; cf. section 1.1.4 on page 5. So if Jo[f] is not contained in Jo(Fyx),
then the Tate pairing is non-degenerate over a possible smaller field extension
than the Weil pairing. For elliptic curves, in most cases relevant to pairing
based cryptography, the Weil pairing and the Tate pairing are non-degenerate
over the same field: let ¥ be an elliptic curve defined over I, and consider a
prime number ¢ dividing the number of F,-rational points on F. Balasubra-
manian and Koblitz (1998) proved that

if (1p —1, then E[¢] C E(F,) if and only if £ | pF—1. (2.1)

By Rubin and Silverberg (2007), this result also holds for Jacobians of genus
two curves in the following sense: if £ 1 p — 1, then the Weil pairing is non-
degenerate on U x V, where U = Jo(F,)[{], V = ker(p — p) N dclf] and ¢ is
the p-power Frobenius endomorphism of Jc.

The result (2.1) can also be stated as: if £{p—1, then E(Fx)[{] is bicyclic
if and only if ¢ | p* —1. In (Ravnshgj, 2007b), the author generalized this result
to certain CM reductions of Jacobians of genus two curves. In this chapter, we
prove that in most cases this result in fact holds for Jacobians of any genus two
curves, cf. Theorem 2.1 on page 17. With Theorem 2.2 on page 17 we describe
the special case not included in Theorem 2.1, thus completing the description
of the ¢-torsion subgroup of the Jacobian.

By Theorem 2.1 and 2.2 it follows that if & > 1, then the Weil pairing is
non-degenerate on g (Fr ) [€] x o (Fyr ) [€]; cf. Corollary 2.5 on page 18. For the

15
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2-torsion part, we prove that if |Jc (IFgm )| is even, then either §¢[2] C Jo(Fgam )
or Jc[2] € Jo(Fyom); cf. Theorem 2.8 on page 20.

The matrix representation of the g-power Frobenius endomorphism on J¢[¢)
can be described explicitly. Actually, by Theorem 2.1 and 2.2 it follows that
the matrix representation can be chosen either diagonal or of a particular form;
cf. Theorem 2.12 on page 23.

Consider a supersingular genus two curve C' defined over IFy; cf. section 2.3.
Again, let ¢ be a prime number dividing the number of F,-rational points on
the Jacobian and let k£ be the multiplicative order of ¢ modulo ¢. We know
that k < 12 (see Galbraith, 2001; Rubin and Silverberg, 2002). If ¢? { |Jc(F,)],
then in many cases Jo[¢] € Jo(Fyr) (see Stichtenoth and Xing, 1995). Zhu
(2000) gives a complete description of the subgroup of F,-rational points on the
Jacobian. Using Theorem 2.1, we obtain an explicit description of the ¢-torsion
subgroup of the Jacobian of a supersingular genus two curve; cf. Theorem 2.17
on page 24. In particular, it follows from Theorem 2.17 that if ¢ > 3, then
the /-torsion points on the Jacobian Jo of a supersingular genus two curve
defined over I, are rational over a field extension of IF, of degree at most 24,
and Jc(Fy)[¢] is of rank at most two as a Z/¢Z-module.

Finally, we consider the case where ¢ divides the number of F,-rational
points |Jo(F,)| on the Jacobian. We prove that if 2¢2 divides |Jc(F,)|, then ¢
is at most 16, and the Weil polynomial of Jo is on a very restricted list of
polynomials; cf. Theorem 2.19 on page 28.

All results obtained and proved in this chapter are new. The result on
|dc(Fy)| divisible by ¢ is presented in (Ravnshgj, 2007c); the result on the
matrix representation of the g-power Frobenius endomorphism is presented in
(Ravnshgj, 2008c); all other results are presented in (Ravnshgj, 2008b).

The chapter is organized as follows: Section 2.1 is on the generalization
of the result (2.1) on the previous page, and section 2.2 is on the diagonal
representation of the Frobenius endomorphism. In section 2.3 we treat the
supersingular case. The case where ¢ divides |Jc(F,)| is treated in section 2.4.

2.1 Non-cyclic subgroups

Consider the Jacobian J¢ of a genus two curve C defined over a finite field F,.
Let P,,(X) be the characteristic polynomial of the ¢"-power Frobenius endo-
morphism of J¢. P, (X) is of the form P, (X) = X4 +sX3+tX?+5¢™ X +¢°™,
where s,t € Z; cf. (1.3) on page 4. Let 7 = 8¢™ + 52 — 4t. Then

Pon(X) = X"+ 5X3 4+ (2¢™ 4 (s> = 7) /) X + 5¢™ X + ¢°™.

We get the following description of the F,m-rational ¢-torsion subgroup.
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Theorem 2.1. Consider the Jacobian Jc of a genus two curve C' defined over
a finite field F,. Write the characteristic polynomial of the ¢ -power Frobenius
endomorphism o, of Jc as Pp(X) = X4+ sX3 + (2¢™ + (8% — ) /4) X2 +
sq™X +q*™. Let £ be an odd prime number dividing the number of F,-rational
points on Jc, and with £+ q and £4q— 1. If L4 Tp,, then

1. Jc(Fgm)[] is of rank at most two as a Z/lZ-module, and
2. Jc(Fym)[l] is bicyclic if and only if ¢ divides ¢" — 1.

Proof. Let P, € (Z/¢Z)[X] be the characteristic polynomial of the restriction
of ¢ to Jc[f]. Since ¢ divides [Jc(F,)|, 1 is a root of Pp,. Assume that 1 is a
root of P, of multiplicity v. Since the roots of P, occur in pairs (o, ¢™/c),
¢™ is then also a root of P, of multiplicity v.

If Jc(Fgm)[¢] is of rank three as a Z/¢Z-module, then ¢ divides ¢™ — 1
by (1.1) on page 3. Choose a basis B of Jc[¢], such that ¢, is represented by
a matrix of the form

1 0 0 miq
o 01 0 mo
M= 0 0 1 mg
0 0 0 my
with respect to B. Now, my = det M = degp,, = ¢*™ =1 (mod ¢). Hence,

Pn(X) = (X — 1)%. By comparison of coefficients it follows that 7,, = 0
(mod /), and we have a contradiction. So Jc(Fgm)[€] is of rank at most two as
a Z/¢Z-module.

Now assume that Jc(Fgm)[¢] is bicyclic. If ¢™ # 1 (mod ¢), then 1 is a
root of P, of multiplicity two, i.e. P, (X) = (X —1)%(X — ¢™)2. But then
it follows by comparison of coefficients that 7, = 0 (mod £), and we have a
contradiction. So ¢"* =1 (mod ¢), i.e. £ divides ¢™ — 1. On the other hand,
if ¢ divides ¢" — 1, then the Tate pairing is non-degenerate on J¢c (Fqm )[¢], i.e.
Jc(Fgm)[¢] must be of rank at least two as a Z/¢Z-module. So Jc(Fym)[l] is
bicyclic. O

If ¢ is a large prime number, then most likely ¢ { 7,,, and Theorem 2.1
applies. In the special case where ¢ | 7,,,, we get the following result.

Theorem 2.2. Let the notation be as in Theorem 2.1. Furthermore, let wy,
be a q"-Weil number of ¢, and assume that € is unramified in K = Q(wp,).
Now assume that ¢ | ,,. Then the following holds.

1. If wy, € Z, then £ | ¢™ — 1 and Jc[l] C Jo(Fgm).
2. If w, € Z, then €4 q™ — 1, 3o (Fym)[l] is bicyclic and Jc[f] C Jo(Fymn)
if and only if £ | ¢ — 1.
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Remark 2.3. A prime number ¢ is unramified in K if and only if ¢ divides
the discriminant of the field extension K/Q (see Neukirch, 1999, Theorem 2.6,
p. 199). Hence, almost any prime number ¢ is unramified in K. In particular,
if £ is large, then ¢ is unramified in K.

The special case of Theorem 2.2 does occur; cf. the following example.

Example 2.4. Consider the polynomial P(X) = (X2 —5X + 9)? € Q[X].
By Maisner and Nart (2002) and Howe, Nart et al. (2007) it follows that
P(X) is the Weil polynomial of the Jacobian of a genus two curve C' defined
over Fg. The number of Fg-rational points on the Jacobian is P(1) = 25, so
¢ =5 is an odd prime divisor of |Jc(Fg)| not dividing ¢ = 9. Notice that
P(X) = X* 4 2¢X? + ¢ (mod 5). The complex roots of P(X) are given by
w= @ and @, and 5 is unramified in Q(w). Since 9> = 1 (mod 5), it
follows by Theorem 2.2 that Jo(Fg)[5] ~ Z/5Z & Z/5Z and Jc[5] C Jc(Fs1).

By Theorem 2.1 and 2.2 we get the following corollary.

Corollary 2.5. Consider the Jacobian Jco of a genus two curve C defined
over a finite field F,. Let £ be an odd prime number dividing the number of IFy-
rational points on Jc, and with £ 1 q. Let q be of multiplicative order k modulo £.
If £ q—1, then the Weil pairing is non-degenerate on Jc(F g )[€] x o (Fx)[4].

Proof. Let
Po(X) = X' 4 sX3 4 (2¢™ + (s> — 7.) /4) X? + s¢" X + ¢**

be the characteristic polynomial of the ¢*-power endomorphism of the Jaco-
bian J¢. If £ | 7, then Jo[f] = Jo(Fyx)[¢] by Theorem 2.2, and the corollary
follows.

Assume ¢ { 7. Let U = Jo(Fy)[¢] and V = ker(p — q) N Jc[f], where ¢
is the ¢g-power Frobenius endomorphism of Jo. Then the Weil pairing &, is
non-degenerate on U x V' by Rubin and Silverberg (2007). By Theorem 2.1,
we know that V' = Jc(F )] \ dc(Fy)[¢] and that

Ic(F ) =U DV ~ L)L D L.

Now let x € Jo(Fx)[f] be an arbitrary F «-rational point of order £. Write
r = xy + xy, where xzy € U and xy € V. Choose points y € V and
z € U, such that e, (zy,y) # 1 and e,(zy,2) # 1. We may assume that
ew(xu,y)ew(ryv,2) # 1; if not, replace z with 2z. Since the Weil pairing
is anti-symmetric, €,(zy,2) = ep(zy,y) = 1. But then ey (z,y + 2) =
ew(Tu, y)ew(zy, 2) # 1. [
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Proof of Theorem 2.2. We see that

Pn(X)=(X?+0X +¢™)? (mod 0);
since P,,,(1) =0 (mod ¢), it follows that

P(X) = (X = 1)2(X —q™? (mod £).

Assume at first that P, (X) is irreducible in Q[X]. Let Ok denote the ring
of integers of K = Q(w.,). By (Neukirch, 1999, Proposition 8.3, p. 47) it follows
that O = £3£2, where £ = ({,w,, — 1)Ox and £5 = ({,w,, — ¢™)Ox. In
particular, ¢ ramifies in K, and we have a contradiction. So P,,(X) is reducible
in Q[X].

Let f € Z[X] be the minimal polynomial of w,,. If degf = 3, then it
follows as above that ¢ ramifies in K. So deg f < 3. Assume that deg f = 1,
ie. that w,, € Z. Since w?, = ¢, we know that w,, = +¢™/2. So f(X) =
X F ¢™/2. Since f(X) divides P(X) in Z[X], either f(X) = X — 1 (mod /)
or f(X)=X —¢™ (mod ¢). It follows that ¢ =1 (mod ¢). Thus, w,, = £1
(mod ¢). If w, = —1 (mod ¥), then ¢, does not fix Jo(Fym)[¢]. This is a
contradiction. Hence, w,, =1 (mod ¢). But then ¢,, is the identity on Jc[¢].
Thus, if wy, € Z, then Jo[l] C Jo(Fgm).

Assume w,,, ¢ Z. Then deg f = 2. Since f(X) divides P(X) in Z[X], it
follows that

FX)= (X = 1)(X —q™) (mod 0);

to see this, we merely notice that if f(X) is equivalent to the square of a
polynomial modulo ¢, then ¢ ramifies in K. Notice also that if ¢™ =1 (mod £),
then ¢ ramifies in K. So ¢ # 1 (mod ¢).

Now, let U = ker(p,, — 1)2NJc[f] and V = ker(p,, — ¢™)?> N Jc[f]. Then
U and V are ¢,,-invariant submodules of the Z/¢Z-module Jc[¢] of rank two,
and Jo[¢] ~ U @ V. Now choose x; € U, such that ¢,,(x1) = z1, and expand
{x1} to a basis {x1, 22} of U. Similarly, choose a basis {x3,24} of V with
©m(x3) = qrs. With respect to the basis {x1, 22, 3, 24}, ©m is represented by
a matrix of the form

1 aa O 0
01 0 o0
M=1o 0 ¢m 5
0 0 0 g™
Let ¢ be of multiplicative order k& modulo ¢. Notice that
1 ka 0 0
Mk — 0 1 0 0

0 0 1 kgmtk-1g
0 0 0 1
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So the restriction of p%, to Jo[¢] has the characteristic polynomial (X — 1),
Let P,,1(X) be the characteristic polynomial of the ¢™*-power Frobenius endo-
morphism ¢, = ¢ of the Jacobian Jo. Then

Pop(X) = (X —1)*  (mod ¢).

Since wy, is a ¢™-Weil number of J¢, we know that wk, is a ¢™*-Weil number
of Jo. Assume w¥ ¢ Q. Then K = Q(wF). Let h € Z[X] be the minimal
polynomial of w¥ . Then h(X) = (X — 1)? (mod £), and ¢ ramifies in K. So
wk € Q, ie. h is of degree one. It follows that h(X) = X — 1 (mod ¢),

ie. wk =1 (mod ¢). So, pk is the identity map on Jo[f]. Hence, M* = I,
ie. « = 8 = 0 (mod¥). Thus, ¢, is represented by a diagonal matrix
diag(1,1,¢™, ¢"™) with respect to (z1,z2,x3,x4). The theorem follows. O

Assume the Weil polynomial P(X) splits in distinct linear factors modulo £.
Then
Py(X)= (X -1)*(X —a)(X —1/a) (mod ¢).

We see that 7, = 4('2;21)4. Hence, if ¢ divides i, then a = 1 (mod ¢). But
then Py(X) = (X — 1)* (mod ¢), i.e. Jc[f] € Jc(F,r). Hence, the following
corollary holds.

Corollary 2.6. If the Weil polynomial splits in distinct linear factors modulo ¢,
then

dolll, if . =0 (mod ¢),

de(El0 ~ 1 00 JTe=0 (o

2L x ZJ0Z, if i 20 (mod £).
Remark 2.7. Assume the Weil polynomial P(X) splits in linear factors mo-
dulo ¢. Then P(X) splits in distinct linear factors modulo ¢ if and only if ¢
does not divide the resultant Res(P, P’, X). Hence, if P(X) splits in linear
factors modulo ¢, then P(X) splits in distinct linear factors modulo ¢ with
probability 1 — 1/e.

For the 2-torsion part, we get the following theorem.

Theorem 2.8. Consider the Jacobian J¢o of a genus two curve C' defined over
a finite field F, of odd characteristic. Let P (X) = X*+sX3+tX%+s¢™ X +
q*>™ be the characteristic polynomial of the ¢"™-power Frobenius endomorphism
of the Jacobian Jc. Assume |Jc(Fgm)| is even. Then

Jc(Fyam), if s is even;
deldl {Hc(qum), if s is odd.
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Proof. Since ¢ is odd,
Pn(X)=X*+sX3+tX2+sX +1 (mod 2).

Since P,,(1) is even, it follows that ¢ is even. Assume at first that s is even.
Then

Po(X)=(X-1*=X*—1 (mod 2).

Hence, J¢[2] € o (Fgam) in this case.
Now assume that s is odd. Then

Po(X)=(X?-1)(X?+X+1) (mod 2).

Since f(X) = X2+ X +1 has the complex roots & = *%(1:&2'\/5), and &3 =1,
it follows that Jc[2] C o (Fgem) in this case. O

2.2 The matrix representation of the Frobenius
endomorphism

Inspired by Theorem 2.1 and 2.2 on page 17 we introduce the following nota-
tion.

Definition 2.9. Consider the Jacobian J¢c of a genus two curve C defined
over a finite field F,. We say that the Jacobian is a J(¢, ¢, k, 7, )-Jacobian or is
of type J(¢, q,k, 1), and write Jc € J(¢, g, k, T1), if the following holds.

1. The number £ is an odd prime number dividing the number of IF,-rational
points on J¢, £ divides neither ¢ nor ¢ — 1, and Jo(F,) is of embedding
degree k with respect to £.

2. The characteristic polynomial of the ¢*-power Frobenius endomorphism
on Jc is given by Py(X) = X*+5X3+(2¢% +(s2—71) /4) X2 +5¢" X +¢%.

3. Let wy, be a ¢"-Weil number of Jo. If ¢ divides 74, then ¢ is unramified

in Q(wg).

Remark 2.10. In most cases relevant to pairing based cryptography, ¢ is un-
ramified in Q(w); c¢f. Remark 2.3 on page 18. But then J¢ € J(¢, q, k, %).

By Theorem 2.1 and 2.2, we get the following explicit description of the
matrix representation of the Frobenius endomorphism of the Jacobian of a
genus two curve.
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Theorem 2.11. Consider a Jacobian Jc € J(¢,q,k, 7). Let ¢ be the q-power
Frobenius endomorphism of dc. If ¢ is not diagonalizable on Jc[f], then ¢ is
represented on Jcll] by a matriz of the form

(2.2)

oo o

oo O

— o O O
o

with respect to an appropriate basis of Jc[€]. In particular, ¢ Z ¢+ 1 (mod /).

Proof. Assume at first that ¢ does not divide 7. Then we know that Jc (F,)[¢]
is cyclic and that ¢ (IF,»)[€] is bicyclic; cf. Theorem 2.1. Choose points x1, 23 €
Jcll), such that ¢(z1) = 21 and ¢(x2) = qra. Then the set {1, 22} is a basis
of dc(F,x)[f]. Now, extend {z1,22} to a basis B = {x1, 22, 23,74} of Jc[].
If x5 and x4 are eigenvectors of ¢, then ¢ is represented by a diagonal matrix
on Jo[f] with respect to B. Assume x3 is not an eigenvector of ¢. Then the
set B’ = {x1,x2, 23, p(x3)} is a basis of J¢[f], and ¢ is represented by a matrix
of the form (2.2) with respect to B’.

Now, assume /¢ divides 75,. Since ¢ divides ¢* —1, it follows that the /-torsion
subgroup Jc[f] € o (Fyr); cf. Theorem 2.2. Since £ divides the number of [F-
rational points on J¢o, 1 is a root of the Weil polynomial P(X) modulo 4.
Assume that 1 is an root of P(X) modulo ¢ of multiplicity v. Since the roots
of P(X) occur in pairs (a, ¢/a), it follows that

P(X) = (X — 1)*(X - )"Q(X) (mod 0),

where () € Z[X] is a polynomial of degree 4—2r, Q(1) # 0 (mod ¢) and Q(q) #
0 (mod ¢). Let U = ker(p—1)", V = ker(¢p—q)” and W = ker(Q(¢)). Then U,
V and W are p-invariant submodules of the Z/¢Z-module ¢ [{], ranky, 4z (U) =
rankz (V) = v, and Je[f] ~ U oV @ W. If v = 1, then it follows as
above that ¢ is either diagonalizable on Jc[f] or represented by a matrix of
the form (2.2) with respect to some basis of Jo[¢]. Hence, we may assume
that v = 2. Now, choose 21 € U such that ¢(z1) = x1, and extend {z1} to a
basis {x1, 22} of U. Similarly, choose a basis {3, x4} of V with ¢(x3) = qxs.
With respect to the basis B = {x1, 2, 23,24}, @ is represented by a matrix of
the form

OO O =
SO Q
o O O
QO oo
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Notice that

1 ka O 0
o010 0
M" = 0 0 1 k¢ 18

0O 0 O 1

Since Jeo[f] C Jo(F
MF =1 Soa=
with respect to B.

Finally, if ¢ = ¢ + 1 (mod ¢), then M is diagonalizable. The theorem is
proved. O

o), we know that ¢ = ¢, is the identity on Jc[¢]. Hence,
8 =0 (mod ¢), i.e. ¢ is represented by a diagonal matrix

Whether the Frobenius endomorphism is diagonalizable depends on the
splitting behaviour of the Weil polynomial modulo ¢.

Theorem 2.12. Consider a Jacobian Joc € J(¢,q,k, 7). Let w be a q-Weil
number of Jc. Assume that € is unramified in Q(w). Then ¢ is diagonaliz-
able on Jcll) if and only if the Weil polynomial of dc splits in linear factors
modulo £.

Proof. “Only if” is obvious. We prove the “if” part. Write the Weil polynomial
of Jc as

PX)=(X-1)(X —¢)(X —a)(X —¢/a) (mod ¢).
If « #1,q,q/a (mod £), then the theorem follows. If « = 1,¢ (mod ¢), then
P(X) = (X - 1)*(X - q)?
=X 45X+ (2¢+ (2 —7)/4)X? +5¢X +¢* (mod ¢),

where s = —(¢+1) (mod ¢) and 7 =0 (mod ¢). But then the theorem follows
by the last part of the proof of Theorem 2.11. Finally, assume that o = ¢/«
(mod £), i.e. that a® = ¢ (mod ¢). Then the g-power Frobenius endomorphism
is represented on J¢[¢] by a matrix of the form

1 0 0 O
loqg 0 o0
M_OOaﬁ

0 0 0 «

with respect to an appropriate basis of Jo[¢]. Notice that

1 00 0
ok |0 10 0

M7=10 0 1 2kak—1p
0 0 0 1
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Thus, Pe(X) = (X —1)* (mod ¢). By Theorem 2.2 on page 17 it follows that
Jc[0] € dc(Fyer). But then M?* =1, ie. =0 (mod /). Hence, the g-power
Frobenius endomorphism of J¢ is diagonalizable on J¢[¢] also in this case. The
theorem is proved. O

Remark 2.13. Assume the Weil polynomial splits modulo £. Then most likely,
the Frobenius endomorphism is diagonalizable; cf. Remark 2.3 on page 18. But
the Frobenius endomorphism is not always diagonalizable. Cf. Example 2.14.

Example 2.14. Consider the Jacobian J¢ of the curve over Fs given by y? =
x® + 2z + 1. The Weil polynomial of J¢ is given by

P(X)=X*+3X3-2X%4+9X +9.

Since P(1) = 20, P(X) = (X —1)(X —3)(X%2+2X +3) (mod 5) and the poly-
nomial X2?+2X +3 is irreducible over Fs, the 3-power Frobenius endomorphism
is not diagonalizable on J¢[5].

2.3 Supersingular curves

Consider a genus two curve C' defined over a finite field F, of characteristic p.
The curve C is called supersingular, if Jo has no p-torsion. From Maisner and
Nart (2002) we have the following theorem.

Theorem 2.15. Consider a polynomial f € Z[X] of the form
FX) = for(X) = X+ X% + X% + s¢X + ¢,

where ¢ = p®. If f is the Weil polynomial of the Jacobian of a supersingular
genus two curve defined over the finite field Fy, then (s,t) belongs to table 2.1
on the next page.

Remark 2.16. By Howe, Nart et al. (2007), in each of the cases in table 2.1
we can find a ¢ such that f, ;(X) is the Weil polynomial of the Jacobian of a
supersingular genus two curve defined over F,,.

Using Theorem 2.1 on page 17, Theorem 2.2 on page 17 and Theorem 2.15
we get the following explicit description of the ¢-torsion subgroup of the Jaco-
bian of a supersingular genus two curve.

Theorem 2.17. Consider a supersingular genus two curve C' defined over IFy.
Let ¢ be a prime number dividing the number of F,-rational points on the
Jacobian Jc, and with £t q. Depending on the cases in table 2.1 on the next
page we get the following properties of J¢ -
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Table 2.1: Conditions for f = X% 4+ sX3 4+ tX2 + 5¢X + ¢> to be the Weil polynomial of

the Jacobian of a supersingular genus two curve defined over Fy, where ¢ = p°.

’ Case \ (s,t) \ Condition ‘

i (0,0) a odd, p # 2, or a even, p# 1 (mod 8).
0,q) a odd.
(0, —q) a odd, p # 3, or a even, p# 1 (mod 12).

iv (£v1,9) a even, p Z 1 (mod 5).

v (£v/5q,3q) | a odd, p=5.
(
(
(
(

ii

iii

vi +v2q,q), | aodd, p=2.

vii 0, —2q) a odd.

viii 0,2q) a even, p =1 (mod 4)
ix +2,/q,3q) | a even, p=1 (mod 3)

Casei. —¢*=¢* =1 (mod ¢) and Jc[l) C Jc(Fpa). If € # 2, then Jo(F,)[¢]

is cyclic.

Case ii. ¢ =1 (mod ¢), Jc[l] C Jc(Fys) and 3c(Fy) is cyclic. If € # 3, then
g#1 (mod?).

Case iii. —¢* =¢% =1 (mod ¢) and Jc[¢] C Jc(Fys). If € # 3, then o (Fy)[¢]
1s cyclic.

Case iv. ¢ #£ ¢° = 1 (mod /), 30[ ] Cdc(Fy0) and o (Fy) is cyclic.

Case v. ¢ # ¢° = (mod 0), Jcll] C dc(Fpo) and Jo(Fy) is cyclic.

Case vi. —¢® =¢'? =1 (mod ), Jc[f] C Jc(Fya) and Jo(F,) is cyclic.

Case vii. ¢ =1 (mod 0) and Jc[l) C dc(Fp2). If £ # 2, then Jc(Fq)[l] is
bicyclic.

Case viii. —¢=¢*>=1 (mod ¢) andJc[l] C Jc(Fyp2). If € # 2, then Jo(F,)[¢]
is bicyclic.

Case ix. If{#3, thenq# ¢®> =1 (mod ¢), Jc[¢] CJc(Fyz) and o (Fy)[l) is
bicyclic.

Corollary 2.18. If ¢ > 3, then the full embedding degree with respect to ¢
of the Jacobian Jc of a supersingular genus two curve defined over F, is at
most 24, and Jc(Fq)[¢] is of rank at most two as a Z/lZ-module.

Proof of Theorem 2.17. In the following we consider each case in table 2.1
separately. Throughout this proof, assume that

F(X) =X 4+ sX3 +tX% 4+ 5¢X + ¢°

is the Weil polynomial of the Jacobian Jo of some supersingular genus two
curve C defined over the finite field IF; of characteristic p, and let £ be a prime
number dividing f(1).
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The case s =0

First, consider the cases i, ii, iii, vii and viii of table 2.1.

Case i. If (s,t) = (0,0), then f(1) = 1+ ¢?> = 0 (mod ¢), and it fol-
lows that ¢> = —1 (mod ¢). So f(X) = X* —1 (mod /), ¢* = 1 (mod ¢)
and Jo[f] € dc(Fga). 7 = 8¢ in Theorem 2.1, so if ¢ # 2, then Jo(Fy)[(] is
cyclic.

Case ii. If (s,t) = (0,q), then the roots of f modulo ¢ are given by +1 and
+q. Since f(1) = ¢* + ¢+ 1 =0 (mod ¢), we know that ¢ = (-1 + /=3)
(mod ¢). It follows that ¢*> = 1 (mod ¢) and Jc[¢] C Jo(Fys). If € = 2, then
p#2,and f(1) is odd. So £ # 2. 7 = 4q in Theorem 2.1, so Jo(F,) is cyclic.

Case iii. If (s,t) = (0,—¢q), then the roots of f modulo ¢ are given by +1
and +¢. Since f(1) =¢*> —¢+1=0 (mod ¢), we know that ¢ = 3(1 £ v/=3)
(mod ¢). It follows that ¢5 = 1 (mod ¢) and Jc[f] C Jo(Fye). As in case ii,
¢ # 2. Now 7 = 12¢, so if £ # 3, then Jc(Fy)[¢] is cyclic.

Case vii. If (s,t) = (0,—2q), then ¢ = 1 (mod ¢) and f(X) = (X? — ¢)%
Since ¢ is an odd power of p, X2 — ¢ is irreducible over Q. So by (Tate, 1966,

Theorem 2), Jo ~ E x E for some supersingular elliptic curve E. It follows
that Jc[¢] C Jc(Fp2). T = 16¢, so if £ # 2, then Jc(IF,)[€] is bicyclic.

Case viii. If (s,t) = (0,2q), then ¢ = —1 (mod ¢) and f(X) = (X? + ¢)%
Since X2 + ¢ is irreducible over Q, it follows that Jo ~ E x E for some
supersingular elliptic curve E. So ¢ =1 (mod ¢) and Jc[f] C Jo(Fp2). 7=0
and w = i,/q is a ¢-Weil number of Jo. Since ¢ is an even power of p, K =
Q(w) = Q(7) is of discriminant dxg = —4. Hence, if ¢ # 2, then Jo(F,)[(] is
bicyclic by Theorem 2.2.

Case iv—vi

Now we consider the cases iv, v and vi of table 2.1.

Case iv. 1If (s,t) = (,/q,q), then 7 = 5¢ in Theorem 2.1. Since f(1) is odd,
we know that ¢ # 2. If £ divides 7, then £ = 5; £ g, since C' is supersingular.
But then f(1) = ¢*+¢/q+q+/q+1 =0 (mod 5), i.e. ¢ =2 (mod 5). Since
a is even and 2 is not a quadratic residue modulo 5, this is impossible. So £ 1 7.
If g =1 (mod ¢), then f(1) =5 (mod ¢), i.e. £ =5. But then ¢ divides 7, a
contradiction. So J¢o(F,) is cyclic by Theorem 2.1. From f(1) = 0 (mod ¢)
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it follows that ¢° = 1 (mod ¢). Since the complex roots of f are of the form
V@€, where ¢ is a primitive 5™ root of unity, it follows that J¢[¢] C dc (Fgo).
The case (s,t) = (—/q, q) follows similarly.

Case v. If (s,t) = (v/5¢,3q) and p = 5, then 7 is a power of 5 in Theorem 2.1.
Since f(1) is odd, we know that ¢ # 2. If ¢ divides 7, then ¢ = 5. Since C
is supersingular and defined over a field of characteristic p = 5, this is a
contradiction. So £{ 7. If ¢ =1 (mod /), then f(1) =5+ 2v/5 =0 (mod ¢),
and it follows that £ = 5. So Jo(FFy) is cyclic by Theorem 2.1. From f(1) =0
(mod ¢) it follows that ¢ = 1 (mod ). Since the complex roots of f are
of the form ,/g§, where ¢ is a primitive 10*" root of unity, it follows that
dcll] € Jc(Fp0). The case (s,t) = (—/5g, 3q) follows similarly.

Case vi. If (s,t) = (1/2¢,q) and p = 2, then 7 = 3-2° for some a € N. Hence,
if ¢ divides 7, then ¢ = 3. But 31 f(1); thus, £4 7. If ¢ = 1 (mod ¢), then
f(1)=3+2v2=0 (mod ¢), and it follows that £ = 1. So Jc(F,) is cyclic by
Theorem 2.1. From f(1) =0 (mod /) it follows that ¢ = —1 (mod ¢). Since
the complex roots of f are of the form /g, where § is a primitive 24" root
of unity, it follows that Jc[¢] € dc(Fg2s). The case (s,t) = (—v/2q, q) follows
similarly.

Case ix

Finally, consider the case ix. Assume that (s,t) = (=2,/q,3q). We see that
f(X) = g(X)?, where g(X) = X?—,/gX +q. Since the complex roots of g are
given by %(H:\/TS)\/@ g is irreducible over Q. So by (Tate, 1966, Theorem 2),
Jdc ~ E x E for some supersingular elliptic curve E. Hence, either Jc(Fy)[/]
is bicyclic or equals the full ¢-torsion subgroup of J¢.

Assume Jo(Fy)[f] = dc[¢]. Then ¢ =1 (mod ¢), ie. (/g = +1 (mod £).
But then f(1) =9=0 (mod /) or f(1)=1=0 (mod ¢), i.e. £=3.

Since f(1) = (1 — /g +¢)*> =0 (mod ¢), we know that ¢ = $(—1 +/=3)
(mod #). So ¢ = 1 (mod £). Since £ # 3, it follows that ¢ # 1 (mod ¢).
Hence, Jc[¢] € dc(Fys) by the non-degeneracy of the Tate pairing.

The case (s,t) = (2,/q,3q) follows similarly. O

2.4 g¢-subgroups of J«(F,)

Consider the Jacobian of a genus two curve defined over a finite field F,. In
most cases, g2 does not divide the number of [F,-rational points on the Jacobian.
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Theorem 2.19. Let Jo be the Jacobian of a genus two curve defined over IFy.
If2¢? divides the number of Fy-rational points on Jc, then the Weil polynomial
of do s in the following list.

1. X 4+4X3% +16X2 + 28X + 49.
2. X* +sX3 +tX2%+ 35X +9, where (s,t) € {(1,4), (4,10)}.
3. X4+ sX3 +tX? +2"sX + 227, where either

a) n=1 and (s,t) = (1, )

b) n =2 and (37 )E {( )7( 174)7 0, - )a( 75)}:
¢) n=3and (s,t) € {(—2,17),(—1,8),(0,-1)}, or
d) n=4 and (s,t) € {(— 2 ,33),(—1,16), (0,—1)}.

In particular, q € {2,3,4,7,8,16}.

Proof. Assume ¢? divides N = |J¢(F,)|. Let w; be the g-Weil numbers of J¢.
Since |w;| = /g, we know that

4

N=P1)=][0-w) <O+ )*=¢"+4qy/q+6q+4/q+ 1.

=1

Hence, qﬁg < 2 for ¢ > 25. So if ¢ > 25, then 2 does not divide N. This is a

contradiction. Thus, if ¢ > 25, then ¢? does not divide V.
Assume ¢ < 25. The Weil polynomial of J¢ is of the form

P(X)=X*+sX?+tX% +5¢X + ¢,

where |s| < 4,/q and 2[s|\/q —2¢ <t < % + 2q; cf. e.g. (Maisner and Nart,
2002, Lemma 2.1). Hence, there is only a small, finite number of candidates
for P(X). Let C be the set of candidates for P. Now, find the set of possibili-
ties P for P(X) by checking if f(1) is even and divisible by ¢* for each f € €.
The Theorem then follows by checking if each f € P is the Weil polynomial
of the Jacobian of some genus two curve by using (Howe, Nart et al., 2007,
Theorem 1.2). The details are left to the reader. O

Remark 2.20. Theorem 2.19 concerns Jacobians with an even number of ra-
tional points. By using results of Tate (1966) and Honda (1968), Zieve (2007)
generalizes Theorem 2.19 to any Jacobian of a genus two curve.



Chapter 3

Finding generators

Consider the Jacobian J¢ of a genus two curve defined over F,. Freeman and
Lauter (2008) describes a probabilistic algorithm to determine generators of
the subgroup Jc[¢] of points of order ¢, but the algorithm is incomplete in the
sense that the output only probably is a generating set - it is not tested whether
the output in fact is a generating set. Furthermore, if the output happens
to be a generating set, it still may not be a basis of Jo[¢]. Miller (2004)
uses the Weil pairing to find a basis of E(F,), where E is an elliptic curve
defined over a finite field F,. In this chapter we generalize this procedure to
Jacobians of genus two curves. Freeman and Lauter (2008) use their algorithm
to compute endomorphism rings of Jacobians of genus two curves, and this
in turn has applications for generating Jacobians of genus two curves using
the CRT version of the CM method (Eisentridger and Lauter, 2007). Hence,
the algorithms presented in this chapter also has applications for generating
Jacobians of genus two curves.

Consider the Jacobian Jo of a genus two curve defined over F,. Frey
and Riick (1994) show that if m divides ¢ — 1, then the discrete logarithm
problem (see (1.4) on page 7) in the rational m-torsion subgroup J¢(F,)[m]
can be reduced to the corresponding problem in F (Frey and Riick, 1994,
Corollary 1). In the proof of this result it is claimed that the non-degeneracy
of the Tate pairing can be used to determine whether r random points of the
finite group Jc(Fy)[m| in fact is an independent set of generators of Jo (IFy)[m].
In this chapter we obtain an explicit, probabilistic algorithm to determine
generators of J¢(IF,)[m], where m is the largest divisor of the number of Fg-
rational points on the Jacobian J¢, such that ¢ divides ¢ — 1 for every prime
number ¢ dividing m; cf. Algorithm 3.11 on page 35.

Algorithm 3.11 is based on solving the discrete logarithm problem in the
group Jc(Fy)[m]. Contrary to the special case where the prime number divisors

29
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of m divide ¢ — 1, this is infeasible in general. Hence, in general this algorithm
does not apply. But if the prime number divisors of m do not divide ¢ — 1,
then the algorithm in (Miller, 2004) can be generalized to Jacobians of genus
two curves; cf. Algorithm 3.24 on page 44. To obtain this generalization, we
give an explicit description of the representation of the Weil pairing on the
{-torsion subgroup Jc[f]; cf. Theorem 3.19 on page 40.

All results obtained and proved in this chapter are new. Algorithm 3.11 is
presented in (Ravnshgj, 2007a), and Algorithm 3.24 is presented in (Ravnshgj,
2008c).

The chapter is organized as follows: In section 3.1 we recall some facts
concerning finite abelian groups, and obtain an algorithm to choose an element
of prime number order in a finite abelian group. In section 3.2 we obtain the
explicit, probabilistic algorithm to determine generators of Jc (Fy)[m], where m
is the largest divisor of the number of F,-rational points on the Jacobian J¢,
such that ¢ divides ¢ — 1 for every prime number ¢ dividing m. In section 3.3
we generalize the algorithm in (Miller, 2004) to Jacobians of genus two curves.
We will write (P;|i € I) = (P;); and @, (F;) = @,(F;) if the index set I is
clear from the context.

3.1 Finite abelian groups
Miller (2004) shows the following theorem.

Theorem 3.1. Let G be a finite abelian group of torsion rank r. Then for
s > r the probability that a random s-tuple of elements of G generates G is at
least

Cs
loglog |G|

if s=r, and at least Cy if s > r, where Cs > 0 is a constant depending only
on s (and not on |G|).

To determine whether a generating set {g1,...,gs} C G is independent, i.e.
(91,---,9s) ~ @,(9:), we need to know the subgroups of a cyclic ¢-group G.
These are determined uniquely by the order of G, since

{0} C (" tg) S (" Pg) C - C(lg) C G

are the subgroups of the group G = (g) of prime power order ¢". The following
corollary is an immediate consequence of this observation.
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Corollary 3.2. Let Uy and Us be cyclic subgroups of a finite group G. Assume
Uy and Uy are L-groups. Let (u;) C U; be the subgroups of order £. Then
Up NUy = {e} if and only if (u1) N {uz) = {e}. Here, e € G is the neutral
element.

Consider a finite, abelian group G of order |G| = N. Let G, be the Sylow-¢
subgroup of G. The following algorithm computes N, = |Gy|.

Algorithm 3.3. In the following steps, on input a number N € Z and a prime
N

divisor £ of N, the algorithm outputs £, where 7 € Z is not divisible by ¢.

1. Let Ny:=1 and M := N. While £ divides M, do the following

a) Ng =40 Ng.
b) M := %
2. Output Ny.

Notice that N%g € Gy for any element g € G. Hence, the following algo-
rithm outputs a non-trivial element g € Gy.

Algorithm 3.4. In the following steps, on input a finite, abelian group G
of order N and a prime divisor £ of N, the algorithm outputs a non-trivial
element g € Gy.

1. Compute Ny = |G| using e.g. Algorithm 3.3

2. Choose a random element g € G. Compute g :=
3. If g =0, then go to step 2.

4. Output g.

N
N9

3.2 The special case (| ¢ —1

Let Jc be the Jacobian of a genus two curve defined over a finite field F,.
By (1.2) on page 4,

where n; | n;41 and ng | ¢ — 1.

Frey and Riick (1994) show that if £ divides ¢g—1, then the discrete logarithm
problem in the rational ¢-torsion subgroup Jc(F,)[¢] can be reduced to the
corresponding problem in F) (Frey and Riick, 1994, Corollary 1). In the proof
of this result, it is claimed that the non-degeneracy of the Tate pairing can
be used to determine whether r random points of the finite group Jc(Fy)[¢]
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in fact is an independent set of generators of Jo(F,)[¢]. In this section, we
describe an explicit, probabilistic algorithm to determine generators of

G = dc(Fg)lm],

where m is the largest divisor of the number of F,-rational points on the
Jacobian J¢, such that ¢ divides ¢ — 1 for every prime number ¢ dividing m.
The algorithm is given by Algorithm 3.11.

As an abelian group, G is isomorphic to the direct sum of its Sylow sub-
groups. Hence, to determine generators of G, we only need to determine gene-
rators of the Sylow-¢ subgroups Gy for every ¢ dividing both ¢ — 1 and the
number of F,-rational points on the Jacobian Jc. In the following steps we
find points P; € Gy, such that G, ~ @, (F;).

1. Choose random points P; € Gy and Q; € Jc(Fy), 4,5 € {1,...,4}.

2. Use the non-degeneracy of the reduced Tate pairing &, to diagonalize the
sets {P;}; and {Q,}; with respect to &; i.e. modify the sets such that
&(P;,Qj) = 1if i # j and &,(P;, Q;) is an £** root of unity.

3. If [[, | Ps| < |G| then go to step 1.

4. Output the points Py, P5, P3 and P;.

Remark 3.5. Combining Theorem 3.1 on page 30 and (3.1) on the preceding
page, we expect to find generators of GGy by choosing four random points of Gy

loglog |G|
Cy

in approximately attempts.

The key ingredient of the algorithm is the diagonalization in step 2; this
process is explained in section 3.2.1.

3.2.1 Diagonalization

Consider a prime number ¢ dividing N = |Jc(F,)| and ¢ — 1. Choose four
random points O # P; € Jc(Fy)e, using e.g. Algorithm 3.4 on the preceding
page.

Let |P;| = £, and re-enumerate the P;’s such that v; < v;41. Since P; # O,
we know that v; # 0 for all i. Let ¢ € F; be an element of order £. Now, let
P! = [(*i7Y(P;) for all i. Then P! € Jc(F,)[¢] for all i. Finally, choose four
random points Q; € Jo(Fy).

Since ¢ divides ¢ — 1, the reduced Tate pairing

€ :d0(F)ll] x 3o (Fq) /tdc(Fq) — () S Fy

is non-degenerate; cf. section 1.1.4. Choose a point @ € Jc(Fy), such that
E(P],Q) # 1. Write é(P/,Q;) = (*¥, where o;; € Z. Now, assume that the
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quotient Jo(F,)/€dc(Fy) is generated by the classes Q1, Q,, Q5 and Q,. Then
Q=2 aiQ; Le

ét(jji/a Q) — Cai1a1+ai2a2+ai3a3+ai4a4'

If a;j =0 (mod ¢) for 1 < j < 4, then &(P/,Q) = 1. Hence the following
lemma.

Lemma 3.6. Let the notation be as above. If the quotient Jc(Fy)/tdc(Fy) is
generated by the classes Q1, Qq, Q5 and Q, then for alli we may choose a j,
such that o;j # 0 (mod ).

Re-enumerate the @;’s such that a4y #Z 0 (mod ¢). Now, choose num-
bers a; € 7Z with a; = ajas; (mod ¢) for 1 < j < 3. Replacing Q; by
Q; — a;jQ4 then yields ay; =0 (mod ¢) for 1 < j < 3. Thus, we may assume
that ay; = g2 = ayz = 0 (mod ¢) and ayg # 0 (mod ¢). Similarly, we may
assume that a4 = aog = a4 = 0 (mod ¢). Repeating this procedure recur-
sively, we may assume that a;; = 0 (mod /) if and only if ¢ # j, and that
a;; Z0 (mod £); here, 1 <i,5 < 4.

The discussion above is formalized in the following algorithm.

Algorithm 3.7. The following algorithm takes as input the Jacobian Jc of
a genus two curve C' defined over a finite field F,, the number N = |Jc(Fy)]
of Fq-rational points on Jc, and a prime number ¢ dividing N and ¢ — 1.
The algorithm outputs points P; € Jc(Fq)e of the Sylow-£ subgroup Jc(Fq)e of
dc(Fq), such that (P;); = €B,(P;) in the following steps.

1. Choose points O # P; € Jc(Fq)e, @ € I := {1,2,3,4}, using e.g. Algo-
rithm 8.4.
2. Choose points Q; € Jc(Fq), i € 1.
3. Let J:={1,2,3,4}. For jo from 0 to 3 do the following:
a) Let jmax =4 — Jo.
b) Compute the orders (i := |P}|, j € J. Re-enumerate the P;’s such
that vy <wvjyi, j€J. Ifv;,.. =0, then go to step 4.
¢) Compute Pj = [(*i7'|(P;) for j € J. If &(Pj  ,Q;) =1 for all
j € J, then go to step 2.
d) Re-enumerate the Q;’s for j € J, such that &/(P} _ ,Qj,..) # 1.
Let ¢ := ét(P]{max, Q)
e) For 1 < j < jmax, compute numbers o, i, jj.. € Z such that
E(P] Q) = (Ymaxi and &,(P}, Qj,,,,) = (“imax.
f) Let Qj := Q; = [0y ) (Qiina)» P 1= P = [ £9m2x 7 7 (P
and J := J \ {Jmax}-

4' OU’tpUt {Pla P27 P37 P47 Qh Q27Q37 Q4}
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Remark 3.8. Algorithm 3.7 consists of a small number of (1) calculations of
orders of points P € Jc(Fy)e, (2) multiplications of points P € Jo(F,) with
numbers a € Z, (3) additions of points Py, P» € Jc(Fy), (4) evaluations of
pairings of points Pi, P» € Jc(Fy)[¢] and (5) solving the discrete logarithm
problem in F, i.e. to determine o from ¢ and § = (®. Choosing a random
point on Jo(Fy) takes O(log ¢) field operations in Fy, and computing a multiple
[m](P) or the sum P + @ of points P,Q € Jc(F,) also takes O(logq) field
operations in F, (see Freeman and Lauter, 2008, proof of Proposition 4.6).
The order |P| of a point P € Jco(Fy), can be calculated in O(log Ny)A field
operations in IFy, where A is the number of field operations in F,; needed for
adding two points on Jo(F,). By Frey and Riick (1994), evaluating the Tate
pairing on two point of Jc(F,)[¢] takes O(log¥) field operations in F,. The
reduced Tate pairing is computed by raising the value of the Tate pairing to
the power q%. The exponentiation takes O(log %) field operations in Fj.
Hence, evaluating the reduced Tate pairing on two point on Jc(Fy)[¢] takes
O(log £)O(log %) field operations in F,. Finally, by Pohlig and Hellman
(1978) the discrete logarithm problem in F) can be solved in O(logq) field
operations in ;. We see that the pairing computation is the most expensive
step. Hence, we expect Algorithm 3.7 to run in O(log ¢ log q%) field operations
inF,.

By carefully examining Algorithm 3.7, we see that the following lemma
holds.

Lemma 3.9. Let the notation be as above. Let Jo(Fy), be the Sylow-¢ subgroup
of dJc(Fy), and let {P;,Q;}i; be the output of Algorithm 3.7. If |Pj| = %,
then v; < vip1. Let Pl = [(*i7'(P;), 1 < i < 4. Define numbers a;; € Z by
E(PLLQy) = ¢, where 2 : Jo(Fp)ll] x 30 (Fy) /6 (F,) — 1o = (C) is the
reduced Tate pairing. Then one of the following cases holds.

1. ajiagsasgags 0 (mod ¢) and a;; =0 (mod £) fori # j.

2. P =0, azxaszzous #0 (mod ) and a;; =0 (mod £) fori # j.
3. PL =Py, =0, azzas 0 (mod £) and o;; =0 (mod ¢) for i # j.
4. Pi=Py=P;=0.

Theorem 3.10. Let the notation be as above. Algorithm 8.7 determines points

Pi, P>, P3 and Py on Jc(Fy)e, such that (P;); = @,(F;).

Proof. Let P;,Q; € Jc(Fy) be the output of Algorithm 3.7. Let i = |P;|. Let
P! = [¢¥71](P;), 1 <i < 4. Define numbers «;; € Z by &(P/,Q;) = ¢*i. We
only consider case 1 of Lemma 3.9, since the other cases follow similarly. We
start by determining (Ps) N (Py). Assume that P§ = [a](P}). Then

1= &y(Ps,Qa) = &([a](Py), Qa) = ("™,
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ie. a = 0 (mod ¢). Hence, (P3) N (Py) = {O}. Consider (P2) N (Ps, Py).
Assume Pj = [a](P4) + [b](P1). Then

1=2&(P5,Qs) = &([a](P}), Qs) = ¢,

ie. a =0 (mod /). In the same way, 1 = &;(Pj,Q4) = ("4, ie. also b =0
(mod ¢). Hence, (P3) N (Ps, Py) = {O}. Similarly, (Py) N (P, Ps, Py) = {O}.
Hence, (P;); = @,(F;). O

7

3.2.2 Generators of Jo(F,)[m|

From Theorem 3.10 we get the following probabilistic algorithm to determine
generators of the m-torsion subgroup Jc (F,)[m], where m is the largest divisor
of |dc(Fy)| such that ¢ divides ¢ — 1 for every prime number ¢ dividing m.

Algorithm 3.11. As input we are given the Jacobian Jo of a genus two curve
defined over a prime field Fy, the number N = |Jc(Fy)| of Fq-rational points
on Jco, and the prime factors £y, ..., 0, of gcd(N,q—1). The algorithm outputs
points P; € Jc(Fq)[m] such that 3o (Fq)[m] = @,(P;) in the following steps.

1. Set P,:=0,1<i<4. For{ € {l1,...,4,} do the following:
a) Use Algorithm 3.7 to determine points P; € Jo(Fy)e, 1 < i < 4,

such th~at <]31>z = @z(pl>
b) If I1; 1P| <13dc(Fy)el, then go to step 1a.
C) SetPZ- :PI—FP“ 1§Z§4

2. Output {Pl,PQ,Pg,P4}.

Remark 3.12. By remark 3.8, we expect Algorithm 3.7 to run in O(log ¢ log %)
field operations in IF,. Hence, Algorithm 3.11 is an efficient, probabilistic algo-
rithm to determine generators of the m-torsion subgroup Jc (Fq)[m|, where m
is the largest divisor of |J¢c (F,)| such that ¢ | g—1 for every prime number ¢ | m.

Remark 3.13. The strategy of Algorithm 3.7 can be applied to any finite,
abelian group with a bilinear and non-degenerate pairing into a cyclic group.
For the strategy to be efficient, the pairing must be efficiently computable, and
the discrete logarithm problem in the cyclic group must be easy.

3.3 The general case ({q—1

In section 3.2 we describe an algorithm based on the Tate pairing to determine
generators of the subgroup Jo(IF,)[¢] of points of order ¢ on the Jacobian,
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where ¢ is a number dividing ¢ — 1. The key ingredient of the algorithm is a
“diagonalization” of a set of randomly chosen points {Py,..., Py, Q1,...,Q4}
on the Jacobian with respect to the reduced Tate pairing é;; i.e. a modification
of the set such that &(FP;,Q,) # 1 if and only if ¢ = j. This procedure is
based on solving the discrete logarithm problem in Jo(F,)[¢]. Contrary to
the special case where m divides ¢ — 1, it is in general infeasible to solve the
discrete logarithm problem in Jc(Fy)[m]. Hence, in general the algorithm in
section 3.2 does not apply.

In this section, we generalize the algorithm in section 3.2 to subgroups of
points of prime order ¢, where ¢ does not divide g—1. In order to do so, we must
somehow alter the diagonalization step. We show and exploit the fact that the
matrix representation on Jc[f] of the g-power Frobenius endomorphism on J¢
can be described explicitly. This description enables us to describe the matrix
representation of the Weil pairing on Jeo[f] explicitly. Miller (2004) uses the
WEeil pairing to determine generators of E(F,a), where E is an elliptic curve
defined over a finite field F; and @ € N. The basic idea of his algorithm is to
decide whether points on the curve are independent by means of calculating
pairing values. The explicit description of the matrix representation of the
WEeil pairing lets us transfer this idea to Jacobians of genus two curves. Hereby,
computations of discrete logarithms are avoided, yielding the desired altering
of the diagonalization step.

If the Weil polynomial splits in distinct factors modulo ¢, then the problem
of determining a basis of the f-torsion subgroup is trivially solved: the /-
torsion subgroup decomposes in four eigenspaces of the g-power Frobenius
endomorphism, so to find a basis, simply choose an ¢-torsion point and project
it to the eigenspaces. A standard example is the Jacobian Jo of the curve
over F3 given by y? = 2° + 1. The Weil polynomial of J¢ is given by P(X) =
X%+ 9, the number of Fs-rational points on J¢ is |Jc(Fs)| = P(1) = 10, and
P(X) factors modulo 5 as P(X) = (X —1)(X —2)(X —3)(X —4) (mod 5). But
there are cases where the Weil polynomial does not split in distinct factors;
cf. the following example.

Example 3.14. Consider the Jacobian J¢ of the curve over F3 given by y? =
2% + 222 + 2 + 1. The Weil polynomial of J¢ is given by P(X) = X4 + X3 —
X? +3X +9, the number of F3-rational points on J¢ is [dc(F3)| = P(1) = 13,
and P(X) factors modulo 13 as P(X) = (X — 1)(X — 3)(X —4)? (mod 13).

3.3.1 Determining fields of definition

Freeman and Lauter (2008) consider the problem of determining the field of
definition of the /-torsion points on the Jacobian of a genus two curve, i.e. the
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problem of determining the full embedding degree ky. They describe a proba-
bilistic algorithm to determine if Jo[¢] C Jc(Fgx) (see Freeman and Lauter,
2008, Algorithm 4.3). (Notice that Freeman and Lauter consider a Jacobian
defined over a prime field F,, and (Freeman and Lauter, 2008, Algorithm 4.3)
determines if Jo[¢¢] C ¢ (F,), where ¢ = p* and d € N. This algorithm is eas-
ily generalized to determine if Jo[¢] C Jo(Fyx) for Jacobians defined over [y,
q=p*).

In most applications, a probabilistic algorithm to determine ky is sufficient.
But we may have to compute ky. To this end, consider a Jacobian Jo €
J(¢, q,k,71); cf. Definition 2.9 on page 21. Let w be a ¢-Weil number of J¢.
In cases relevant to pairing based cryptography, £ is most likely unramified in
Q(w); cf. Remark 2.10 on page 21. But then the full embedding degree of J¢&
with respect to £ can be computed directly by the following Algorithm 3.15
(obviously, in applications kg must be small enough for representation of and
computations with points on Jc(F k) to be feasible. Hence, the algorithms
presented are only relevant for applications if kg is “small”).

Algorithm 3.15. Consider a Jacobian o € J(¢,q,k, 7). Let w be a q-Weil
number of Jo. Assume that £ is unramified in Q(w). Choose an upper bound
N € N of the full embedding degree ky of dc with respect to £. If kg < N,
then the following algorithm outputs ko. If ko > N, then the algorithm outputs
“ko > N

1. Letj=1.

2. If the Weil polynomial P(X) of dc does not split in linear factors mo-
dulo £, then @ is represented by a matriz M of the form (2.2) on Jc[f].
In this case, let kg = min{x € kN,x < N,M" = I (mod ¢)}, if the
minimum exists. Else let j = 0.

3. If P(X)= (X —1)(X —¢)(X —a)(X — g/a) (mod {), then do the fol-
lowing:

a) If a« £1,q,q/a (mod £), then let kg = min{x € kN, x < N, a" =
(mod ¢)}, if the minimum exists. Else let j = 0.

b) If « =1,q (mod ¥), then let kg = k.

¢) If a =q/a (mod ¥), then let ko = 2k.

4. If 3 =0 then output “kg > N7 Else output ky.

Proof. First of all, recall that kg € kN; cf. Remark 1.5 on page 6. As usual,
let ¢ be the g-power Frobenius endomorphism of J¢.

Assume at first that the Weil polynomial of Jo does not split in linear
factors modulo £. Then ¢ is not diagonalizable on J¢[¢]. Thus, ¢ is represented
by a matrix M of the form (2.2) on Jc[f]. Since ¢*° is the identity on Jc[4],
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it is represented by the identity matrix I on Jo[¢]. But ¢*° is also represented
by M*o on Jo[f]. So M*o =T (mod ¢). On the other hand, if M* = I (mod ¢)
for some number x < ko, then ¢ is the identity on Jc[4], i.e. dc[f] C o (Fgr).
But then x = kg by the definition of ky. Hence, kg is the least number, such
that M* =T (mod /).

Now, assume the Weil polynomial splits in linear factors modulo ¢. Then ¢
represented by a diagonal matrix diag(1,q, o, ¢/a) with respect to an appro-
priate basis of J¢[¢]; cf. Theorem 2.12 on page 23. The case o # ¢/ (mod ¢)
is now obvious. If @ = ¢/a (mod /), then a® = ¢ (mod ¢). So in this case,
ko = 2k. O

Theorem 3.16. Let the notation and assumptions be as in Algorithm 3.15. On
input Jo, the Weil polynomial modulo ¢ and a number N € N, Algorithm 3.15
outputs either “kq > N7 or the full embedding degree of Jc with respect to ¢
in at most O(N) number of operations in Fy.

Proof. If the Weil polynomial of Jo does not split in linear factors modulo ¥,
then powers {M*, (M*)2, ..., (MF*)N/F1} of M modulo £ are computed; here,
M is the matrix representation of the g-power Frobenius endomorphism on the
(-torsion subgroup Jc[f]. M is of the form

O O O
S o O

Hence, computing powers of M is equivalent to computing powers of M’ =
[(1) _Cq] and powers of g. Computation of the product of two matrices A, B €
Matq(Fy) takes 12 operations in Fy, so computing the powers of M modulo ¢
takes O(N) operations in Fy.

Assume the Weil polynomial factors as (X — 1)(X — ¢)(X — a)(X — ¢/a)
modulo ¢. If & = 1,q,q/a (mod {), then no computations are needed. If
a # 1,q,q/a (mod £), then powers {aF, (aF)2,..., (a®)IN/FI} of o modulo ¢

are computed; this takes O(N) operations in F,. O

Remark 3.17. Recall that ¢ = p®* for some power a € N. Assume ¢ and p
are of the same size. For small N (e.g. N < 200), a limit of O(/N) number
of operations in Fy is a better result than the expected number of operations
in F,, of (Freeman and Lauter, 2008, Algorithm 4.3) given by (Freeman and
Lauter, 2008, Proposition 4.6). Furthermore, the algorithm of Freeman and
Lauter (2008) only checks if a given number k € N is the full embedding
degree kg of the Jacobian. Hence, to find k¢ using (Freeman and Lauter, 2008,
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Algorithm 4.3), we must apply it to every number in the set {x € kN|x < N}.
Thus, we must multiply the number of expected operations in F,, with a factor
O(|N/k]). So if ¢ and p are of the same size, then Algorithm 3.15 is more
efficient than (Freeman and Lauter, 2008, Algorithm 4.3). On the other hand,
if £ > p, then field operations in F, is faster than field operations in [F,, and
(Freeman and Lauter, 2008, Algorithm 4.3) may be the more efficient one.
Hence, the choice of algorithm to compute the full embedding degree depends
strongly on the values of £ and p in the implementation.

3.3.2 Anti-symmetric pairings on the Jacobian

On Jc[/], a non-degenerate, bilinear, anti-symmetric and Galois-invariant pair-
ing

e:dcll] x dIclt] — pe=(C) CF

exists, e.g. the Weil pairing; cf. Section 1.1.4 on page 5. Here, uy is the group
of £*1" roots of unity. Since ¢ is bilinear, it is given by

T

e(z,y) = ¢ &, (3.2)
for some matrix €& € Maty(Z/lZ) with respect to a basis B = {1, x2, 3,24}
of Hc[f]
Remark 3.18. To be more precise, the points z and y on the right hand of

equation (3.2) should be replaced by their column vectors [z]g and [y]s with
respect to B. To ease notation, this has been omitted.

Let ¢ denote the g-power Frobenius endomorphism on J¢. Since € is Galois-
invariant,

Va,y € Ic[l] - ez, y)? = e(p(z), o(y))-
This is equivalent to
Va,y € dclf] s q(z" Ey) = (Mz)TE(My),

where M is the matrix representation of ¢ on J¢[¢] with respect to B. Since
(M2)T&(My) = 2T MTEMy, it follows that

Va,y € doll] : 27 q€y = T MTE My,

or equivalently, that ¢€ = MTEM.
Now, let e(z;, ;) = (*. By anti-symmetry,

0 ai2 ai3 a4
e | a2 0 az3 Q24
—a13 —as3 0 a4

—ai4 —a24 —azs 0
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At first, assume that ¢ is represented by a matrix of the form (2.2) with
respect to B. Since MTEM = ¢€, it follows that

a14 — Qa3 = a3 — a24 = a1a(c — (1 +q)) = a2a(c—(14+¢)) =0 (mod ¢).
Thus, a13 = a14 = ag3 = a24 =0 (mod ¢), cf. Theorem 2.11 on page 22. So

0 a2 0 0
8 . —ai12 0 0 0

0 0 0 asq

0 0 —ass O

Since ¢ is non-degenerate, a3ya3, = det & £ 0 (mod /).
Finally, assume that ¢ is represented by a diagonal matrix diag(1, ¢, a, ¢/ )
with respect to B. Then it follows from MTEM = g€, that

ai3(o —q) = anu(a—1) = agg(a— 1) = asa(v—¢q) =0 (mod ¢).

If « = 1,q (mod ¢), then Jo(Fy)[¢] is bi-cyclic. Hence the following theorem
holds.

Theorem 3.19. Consider a Jacobian Jo € J(¢,q,k, 7). Let ¢ be the q-
power Frobenius endomorphism on Jc. Choose a basis B of Jc[f], such that ¢
is represented by either a diagonal matriz diag(l,q,«,q/a) or a matriz of
the form (2.2) with respect to B. If the F,-rational subgroup Jc(Fq)[¢] of
{-torsion points on the Jacobian is cyclic, then all non-degenerate, bilinear,
anti-symmetric and Galois-invariant pairings on Jclf] are given by the matri-
ces

0 a 0 0
—a 0 0 0 y

Ev =10 o o pls @be@/NT)
0 0 —b 0

with respect to B.

Remark 3.20. Let notation and assumptions be as in Theorem 3.19. Let ¢ be a
non-degenerate, bilinear, anti-symmetric and Galois-invariant pairing on J¢[/],
and let € be given by €, ; with respect to a basis {z1, x2, 23,24} of Jc[¢]. Thene
is given by ;1 with respect to {a~'z1,22,b 23, 4}

Remark 3.21. In cases relevant to pairing based cryptography, we consider
a prime divisor ¢ of size ¢?>. Assume / is of size ¢?>. Then ¢ divides nei-
ther ¢ nor ¢ —1. The number of F -rational points on the Jacobian is ap-
proximately ¢?. Thus, Jc(F,)[{] is cyclic in cases relevant to pairing based

cryptography.
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3.3.3 Generators of Jo[/]

Consider a Jacobian Jc € J(¢,q,k, 7). Assume the Fg-rational subgroup of
(-torsion points Jo(Fg)[¢] is cyclic. Let ¢ be the g-power Frobenius endo-
morphism of Jo. Let € be a non-degenerate, bilinear, anti-symmetric and
Galois-invariant pairing

e:dcll] xdcll] = pe = () S F .

In the following, frequently we will choose a random point P € Jo(Fga)[/]
for some power a € N. This is done as follows: (1) Choose a random point
P € Jc(Fga). (2) Compute P := [m](P), where |Jc(Fga)| = ml® and £ { m.
(3) Compute the order |P| = (*P) of P. (4) If t(P) > 0, then let P :=
[(*P)=1(P). Since the power t(P) will be different for each point P, this
procedure does not define a group homomorphism from J¢ (Fge) to Jo(Fge)[4].
Thus, the image of points uniformly distributed in g (Fga) will not necessarily
be uniformly distributed in J¢(Fge)[¢]. A method of choosing points uniformly
at random is given in (Freeman and Lauter, 2008, section 5.3), but it leads
to a significant extra cost. In practice we believe it is better to not use the
method in Freeman and Lauter (2008), even though this means one might need
to sample a few extra points.

We consider the cases where £t 7, and where £ | 75, separately.

The case £ 1 7y

If ¢ does not divide 7, then Jc(IFx)[/] is bicyclic; cf. Theorem 2.1 on page 17.
Choose a random point O # z1 € Jco(Fy)[¢], and extend {x;} to a basis {x1,y2}
of Jo(Fyr)[€], where ¢(y2) = qya. Let 25 € Jo(IFyx)[f] be a random point. If
x5 € Jo(Fy)[f], then choose another random point x5 € Jo(Fyr)[¢]. After two
trials, =5 ¢ Jo(Fy)[¢] with probability 1 — 1/¢2. Hence, we may ignore the case
where 2, € Jo(Fy)[¢]. Write 2, = a1 + asy2. Then

O # 29 = 2h — p(xh) = as(l — q)y2 € (ya),

ie. ¢(x2) = qra. Now, let Joll] ~ Jo(Fyr)[¢] @ W, where W is a @-invariant
submodule of rank two. Choose a random point x5 € Jo[¢]. Since zf —@(z}) €
(y2) ® W, we may assume that z4 € (y2) ® W. But then

r3 = qry — @(x3) €W

as above. If p(r3) = qr3, then 25 € Jo(Fyr)[¢]. This will only happen with
probability 1/¢2. Hence, we may ignore this case. Notice that

doll] = (1,22, 23, (x3)) if and only if e(z3, p(x3)) # 1;
cf. Theorem 3.19 on the facing page.
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Assume e(x3, p(x3)) = 1. Then z3 is an eigenvector of ¢. Let p(x3) = axs.
Then the Weil polynomial of J¢ is given by

PX) =X -DX - (X —a)(X —¢/a) (mod /)

modulo /. Assume a = ¢/a (mod £). Then o? = ¢ (mod ¢), and it follows
that the characteristic polynomial of ©* is given by

P(X)=(X -1} (X +1)?=X*-2¢"X? 4+ ¢* (mod ¢)

modulo ¢. But then ¢ | 7. This is a contradiction. So a # ¢/a (mod ¢).
Therefore, we can extend {x1,x2,23} to a basis B = {x1,x2, 23,24} of dc[f],
such that ¢ is represented by a diagonal matrix on Jc[¢] with respect to B.
We may assume that € is given by €; ; with respect to B; cf. Remark 3.20 on
page 40.

Now, choose a random point z € Jo[f]. Write x = 121 + qoxs + agxs +
ayry. Then e(xz, z) = (**. So e(x3,x) # 1 if and only if ¢ does not divide .
On the other hand, {x1,x2,z3,2} is a basis of Jc[f] if and only ¢ does not
divide ay. Thus, if ¢ does not divide 7, then the following Algorithm 3.22
outputs generators of Jo[¢] with probability at least 1 — 1/¢~.

Algorithm 3.22. On input a Jacobian Jc € J(¢, q,k, 1), the numbers ¢, q,
k and Ty, the full embedding degree ko of Jc with respect to £ and a number
n € N, if £ does not divide 7y, then the following algorithm outputs a basis
of dcll] or “failure”.

1. Choose points O # x1 € Jc(F)[l], v2 € dc(Fyr)[f] and x5 € o (Fyro)[4];
T3

compute x3 = q(z5 — (a5)) — p(x3 — p(x3)). If (s, p(x3)) # 1, then
output {x1,x2,x3,0(x3)} and stop.
2. Leti=7j5=0. While i <n do the following:

a) Choose a random point x4 € Jo(Fyxo)[4].
b) If e(x3,x4) =1, theni:=1i+ 1. Elsei:=n and j := 1.

3. If j =0, then output “failure”. Else output {x1,x2,23,24}.

The case (| 7,

Assume ¢ divides 7. Then Jc[f] € Jo(Fyr); cf. Theorem 2.2 on page 17.
Choose a random point O # z1 € Ja(Fy)[¢], and let y2 € Jc[f] be a point
with ¢(y2) = qyz. Write Jeol[l] = (x1,y2) & W, where W is a ¢-invariant
submodule of rank two; cf. the proof of Theorem 2.11 on page 22. Let {y3,v4}



3.3. THE GENERAL CASE £{q—1 43

be a basis of W, such that ¢ is represented on Jo[¢] with respect to the
basis B = {x1, Y2, Y3, ya} by either a diagonal matrix

Ml = dla‘g(lv q, &, Q/Oé),

or a matrix of the form

My =

o O O
o o O

where ¢ Z ¢+ 1 (mod ¢); cf. Theorem 2.11 on page 22.

Now, choose a random point z € Jc[f]. Since z — ¢(2) € (y2,ys3,ya), We
may assume that z € (ys,ys, ya). Write z = asys + agys + aqys. Assume at
first that ¢ is represented on Jc[¢] by M7 with respect to B. Then

qz — o(2) = az2qye + azqys + asqys — (a2qy2 + azays + as(q/a)ys)
= a3(q — @)ys + as(q — q/a)ys;

so gz — p(2) € (ys,ya). If gz — ¢(z) = 0, then it follows that ¢ = 1 (mod ¢).
This contradicts the choice of the Jacobian Jo € J(¥, q, k, 7). Hence, we have
a procedure to choose a point O # w € W in this case. Now assume that ¢ is
represented on Jo[¢] by My with respect to B. Then

qz — @(2) = a2qys + a3qys + aaqys — (a2qys + azys + au(—qys + cya))
= q(az + aq)ys + (ug — az — asc)yq;

so again gz — ¢(z) € (ys,ys). If gz — p(2) = 0, then it follows that ¢ = ¢+ 1
(mod ¢). This is a contradiction. Hence, we have a procedure to choose a
point O # w € W also in this case.

Choose random points x3, x4 € W. Write x; = a;3y3 + a,ays for i = 3,4.
We may assume that € is given by €, ; with respect to B; cf. Remark 3.20 on
page 40. But then (x5, x4) = (*33@44~ %1% Hence, e(x3,24) = 1 if and only
if agzaugy = asqays (mod £). So e(xs,x4) # 1 with probability 1 — 1/¢. Hence,
we have a procedure to find a basis of W.

Until now, we have found points z1 € Jo(F,)[¢] and x3,24 € W, such
that W = (x3,24). Now, choose a random point x5 € Jc[l]. Write zo =
0121 + @Yo + azys + aqys. Then e(z1,x2) = (*2, i.e. e(x1,22) = 1 if and only
if s =0 (mod ¢). Thus, with probability 1 — 1/¢, the set {x1,zo,z3,24} is a
basis of J¢o[¢].

Summing up, if ¢ divides 7%, then the following Algorithm 3.23 on the
following page outputs generators of Jo[¢] with probability at least (1 —1/¢m)2.
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Algorithm 3.23. On input a Jacobian Jc € J(¢, q,k, 1), the numbers ¢, q,
k and Ty, the full embedding degree ko of Jc with respect to £ and a number
n € N, if £ divides 1y, then the following algorithm outputs a basis of Jc[€] or
“failure”.

1. Choose a random point O # x1 € Jo(Fy)[4].
2. Leti=735=0. While i <n do the following:
a) Choose a random point xo € Jo(IF o )[€].
b) If e(x1,22) =1, theni:=i+ 1. Elsei:=n and j := 1.
8. If 5 =0, then output “failure” and stop.
4. Leti=j =0. While i <n do the following:
a) Choose random points y3,ys € Jc(Fyro)[l]; compute x, := q(y, —
P(y) = lyw — @(yy)) for v =3,4.
b) If e(x3,x4) =1, theni:=i+ 1. Elsei:=n and j :=1.
5. If j =0, then output “failure”. Else output {x1,x2,x3,%4}.

The complete algorithm

Combining Algorithm 3.22 and 3.23, we obtain the desired algorithm to find
generators of Jo[¢].

Algorithm 3.24. On input a Jacobian Jc € J(¢, q,k, 1), the numbers ¢, q,
k and T, the full embedding degree ko of Jc with respect to £ and a number
n € N, the following algorithm outputs a basis of Jc[l] or “failure”.

1. If 0§ 7y, run Algorithm 3.22 on input (3¢, 4, q, k, Tk, ko, n).
2. If | 1k, run Algorithm 3.23 on input (Jc, ¥, q, k, Tk, ko, n).

Theorem 3.25. Let J¢ be a J(4, q, k, 11)-Jacobian of full embedding degree kq
with respect to €. On input (Jc, ¥, q, k, Tk, ko, n), Algorithm 3.24 outputs gene-
rators of Jc[€] with probability at least (1 — /). We expect Algorithm 3.2/

to run in
g -1

0 <log llog ko® log ko log Q>

field operations in Fy (ignoring loglogq factors).

Proof. We must compare the cost of the steps in Algorithm 3.24. From (Free-
man and Lauter, 2008, proof of Proposition 4.6), (Frey and Riick, 1994, proof
of Corollary 1) and Menezes, van Oorschot et al. (1997) we get the following
estimates: (1) Choosing a random point on Jc(Fg«) for some power a € N
takes O(alogq) field operations in Fga, and computing a multiple [m](P) of
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a point P € Jo(Fya) takes O(alogq) field operations in Fya. (2) Evaluating
the g*-power Frobenius endomorphism of the Jacobian on a point P € J¢[/]
takes O(alog q) field operations in Fya. (3) Evaluating the Tate pairing on two
point of Jo(Fxo)[¢] takes O(log¥) field operations in F k. The Weil pairing
can be computed by computing two Tate pairings, raising the results to the

g"0—1
7

power and finally computing the quotient of these numbers (see Gal-

braith, 2005). The exponentiation takes O(log qko[l) field operations in I x,,
and a division takes O(ky?) field operations in [F,xo. Hence, evaluating the
Weil pairing on two point on J¢o (F ko )[£] takes O(log £)O(log qko[l )O(ko?) field
operations in IF x,. (4) By using fast multiplication techniques, one field opera-
tion in Fye can be computed in O(log ¢®loglog ¢*) = O(alogalog q) (ignoring
log log q factors).

We see that the pairing computation is the most expensive step in Algo-
rithm 3.24. Thus, Algorithm 3.24 runs in O(log{log qkol%lk‘og log ko log q) field
operations in F, (ignoring loglog ¢ factors). O

Freeman and Lauter (2008) gives an algorithm to determine generators for
the ¢-torsion subgroup (see Freeman and Lauter, 2008, Algorithm 4.3). This
algorithm runs in expected time O(k?logk(logp)?¢*~*\/—Tloge), where the
number s is given by |Jc(F o )| = mf® and £ {m, and ¢ is the rate of failure.
Hence, if s > 4, then Algorithm 3.24 is by far more efficient than (Freeman
and Lauter, 2008, Algorithm 4.3).

3.3.4 A small example

To illustrate the steps of Algorithm 3.24 on the preceding page, we consider a
small example. We will focus on the most common case where £t 7; i.e. we
will compute the steps of Algorithm 3.22 on page 42 explicitly.

Consider the Jacobian J¢ of the curve over Fs given by

P =2 +22% + 2+ 1.

As usual, we let ¢ denote the 3-power Frobenius endomorphism on J¢.
The Weil polynomial of J¢ is given by

P(X)=X*"+X%-X?+3X +9.

The number of Fs-rational points on J¢ is |Jo(F3)| = P(1) = 13, and the
embedding degree of J(F3) with respect to £ = 13 is k = 3. We find that

P(X)= (X —1)(X —3)(X —4)®> (mod 13).
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Hence, Jo(IF33)[13] is bicyclic, and the full embedding degree of ¢ (F3) with
respect to ¢ = 13 is kg = 6. In particular, Jc[13] C Jo(Fse).

The complex roots of P(X) are given by wi, we = &1, wy and wy = @3,
where

11 :
w1=—1+1\/29+% 18 + 2v/29

11 ;
wy=—1 =7V + %\/18 — 229

Therefore, the characteristic polynomials P3(X) and Pg(X) of the 33- and
the 3%-power Frobenius endomorphisms are given by

and

Py(X) = [[(X —w}) = X* +13X® + 89X 4 351X + 729
and
Po(X) = [](X - wf) = X* + 9X® + 253X + 6561X + 531441.

In particular, the number of F3s- and Fss-rational points on the Jacobian J¢o
are |Jo(Fss)| = P3(1) = 1183 and |J¢(F3e)| = Ps(1) = 538265.
Now, let s = 13 and 7 = 29. Then
Py(X)=X*+sX3+(2-3% + (s —71,)/4) X? + 3% . s X + 35

Thus, J¢ is a J(13, 3, 3, 29)-Jacobian. Since 13 does not divide 7, = 29, we use
Algorithm 3.22 to find generators of Jo[13].
We start by choosing points z1 € Jo(F3)[13] and z2 € Jco(Fss)[13]:

z1 =(0,1) 4+ (—1,1) — 2P,

ry=(a+2,0> +20+1)+(20° +2,20°> + a +1) — 2P,..
Here, o is a root of X? + X? + X + 2 modulo 3. Then we choose a point
2 € Jc(Fae)[13]:

vy = (B + 57 +26° + 26 +2,6° + ' + 5° + 25)
+(26° +26% +2,8° +26° + ) — 2Pw.
Here, 3 is a root of X6 + X°® 4+ 2X* + X3 + X2 4+ 2X + 2 modulo 3. Finally,
we compute z3 = x% — ¢3(z4):
w3 = (20° + 26"+ B2+ 5. 0° + ' + 87 + B+ 25%)
+(28° +26* + B2+ 3 +2,28° +28% +2) — 2P,..
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Now we compute y = ¢(x3):

y=(20° +26" + 5° + 6,20° + 28" + 26 + 5% + 25°)
(26° +26' + 3+ 5+2,0° + 5° +1) — 2P
Let € : Jo[13] x dc[13] — p13 be the Weil pairing. Since e(x3,y) = 1, we know
that y € (x3). Hence, we must choose another point z/; € J¢o(F3s)[13]:
oy = (82 +8+1,26° +26* + 26 + 28+ 2)
(26° + B* +26°,26° + 28" + 26° + 28° + B) — 2Pw.

We compute x4 = x) — ¢3()):

=026 +28' + B+ B+ 1,8+ +5°+1)
(285 + 26 + B2+ 6,8° + 51+ 32 +28% + 3) — 2Ps.

Since e(x3,x4) # 1, B = {x1, 22, 3,24} is a basis of J¢[13].

3.3.5 Implementation issues

To check if ¢ ramifies in Q(wg) in the case where ¢ divides 74, a priori we
need to find a ¢*-Weil number wy, of the Jacobian Jo. On Jacobians generated
by the complex multiplication method (Eisentrdger and Lauter, 2007; Gaudry,
Houtmann et al., 2005; Weng, 2003), we know the Weil numbers in advance.
Hence, Algorithm 3.24 on page 44 is particularly well suited for such Jacobians.

Fortunately, most likely ¢ does not divide 7, and then we do not have
to find a ¢"-Weil number (¢ divides a random number n € Z with vanishing
probability 1/¢). And if the Weil polynomial splits in distinct linear factors
modulo ¢, then we do not even have to compute 7. To see this, assume that
the Weil polynomial of J¢ splits as

PX) =X -DX - q)(X —a)(X —g¢/a) (mod {),

where a # 1,¢,¢q/a (mod £). Let ¢ be the g-power Frobenius endomorphism
of Jc, and let Py(X) be the characteristic polynomial of ¢*. Then

P.(X) = (X —1)*(X —a*)(X —1/a") (mod ¢).

If ¢ divides 7%, then Jc[f] € o (Fyr); cf. Theorem 2.2 on page 17. But then
Pu(X) = (X —1)* (mod ¢). Hence,

¢ divides 7y, if and only if o =1 (mod ¢). (3.3)
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Assume o =1 (mod ¢). Then Py(X) = (X — 1)* (mod /). Hence,
¢ ramifies in Q(w®) if and only if w* ¢ Z. (3.4)

See (Neukirch, 1999, Proposition 8.3, p. 47). Here, w is a ¢-Weil number of J¢.

Consider the case where o* =1 (mod ¢) and w* € Z. Then w = ,/ge"™™/*
for some n € Z with 0 < n < k. Assume k divides mn for some m < k. Then
w?™ = ¢™ € 7Z. Since the ¢g-power Frobenius endomorphism is the identity
on the F -rational points on the Jacobian, it follows that w?™ = 1 (mod /).
Hence, ¢" =1 (mod ¢), i.e. k divides m. This is a contradiction. So n and k
has no common divisors. Let ¢ = w?/q = ¢™*™*. Then ¢ is a primitive k"
root of unity, and Q(§) € Q(w). Since [Q(w) : Q] < 4 and [Q(&) : Q] = ¢(k),
where ¢ is the Euler phi function, it follows that & < 12. Hence,

if o =1 (mod ¢), then w* € Z if and only if & < 12. (3.5)

The criteria (3.3), (3.4) and (3.5) provides the following efficient algorithm to
check whether a given Jacobian is of type J(¢, ¢, k, 7% ), and whether ¢ divides 7.

Algorithm 3.26. Let Jc be the Jacobian of a genus two curve C. Assume
that the odd prime number £ divides the number of IFy-rational points on Jc,
and that ¢ divides neither q nor ¢ — 1. Let k be the multiplicative order of q
modulo £.

1. Compute the Weil polynomial P(X) of J¢. Let P(X) = Hle(X — )
(mod ¥).

2. If a¥ £ 1 (mod ¥) for an i € {1,2,3,4}, then output “Jo € J({,q,k, %)
and ¢ does not divide 7, ” and stop.

3. If k > 12 then output “Ic ¢ J(4,q,k, 1) ” and stop.

4. Output “Jo € J(U, q, k, 1) and € divides 7,7 and stop.
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Generators of Jacobians of
hyperelliptic curves

This appendix contains the preprint (Ravnshgj, 2007a).
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GENERATORS OF JACOBIANS OF HYPERELLIPTIC CURVES

CHRISTIAN ROBENHAGEN RAVNSHQJ

ABsTrRACT. This paper provides a probabilistic algorithm to determine gene-
rators of the m-torsion subgroup of the Jacobian of a hyperelliptic curve of
genus two.

1. INTRODUCTION

Let C be a hyperelliptic curve of genus two defined over a prime field F,, and J¢
the Jacobian of C. Consider the rational subgroup Jc(Fp). dco(Fp) is a finite
abelian group, and

gc(Fp) ~ Z/nIZ D Z/TLQZ D Z/n;;Z D Z/’I’L4Z,

where n; | n;41 and ne | p — 1. Frey and Riick (1994) shows that if m | p — 1,
then the discrete logarithm problem in the rational m-torsion subgroup Jc (Fp)[m]
of Jo(Fp) can be reduced to the corresponding problem in F)* (Frey and Riick,
1994, corollary 1). In the proof of this result it is claimed that the non-degeneracy
of the Tate pairing can be used to determine whether r random elements of the
finite group Jc(Fp)[m| in fact is an independent set of generators of Jc(F,)[m].
This paper provides an explicit, probabilistic algorithm to determine generators of
3 (Fy)m).

In short, the algorithm outputs elements ; of the Sylow-¢ subgroup I'y of the
rational subgroup I' = J¢(IFp), such that I'y = @, (7;) in the following steps:

(1) Choose random elements v; € I'p and h; € Jo(Fp), 4,5 € {1,...,4}.

(2) Use the non-degeneracy of the tame Tate pairing 7 to diagonalize the sets
{7i}: and {h;}; with respect to 7; i.e. modify the sets such that 7(v;, h;) =
1if i # j and 7(v;, hy) is an €M root of unity.

(3) I 1, || < |T'¢| then go to step 1.

(4) Output the elements v1, v2, 3 and 4.

The key ingredient of the algorithm is the diagonalization in step 2; this process
will be explained in section 5.

We will write (y;|i € I) = (vi): and @, (i) = D, () if the index set I is clear
from the context.

2. HYPERELLIPTIC CURVES

A hyperelliptic curve is a smooth, projective curve C C P™ of genus at least
two with a separable, degree two morphism ¢ : C — P!. In the rest of this

Date: April 25, 2007. The author is a Ph.D.-student at the Department of Mathematical
Sciences, Faculty of Science, University of Aarhus.
2000 Mathematics Subject Classification. Primary 14H40; Secondary 14Q05, 94A60.
Key words and phrases. Jacobians, hyperelliptic curves, complex multiplication, cryptography.
Research supported in part by a Ph.D. grant from CRYPTOMAThIC.
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paper, let C' be a hyperelliptic curve of genus two defined over a prime field F,
of characteristic p > 2. By the Riemann-Roch theorem there exists an embedding
¢ : C — P2, mapping C to a curve given by an equation of the form

v? = f(x),

where f € Fp[z] is of degree six and have no multiple roots (see Cassels and Flynn,
1996, chapter 1).

The set of principal divisors P(C) on C constitutes a subgroup of the degree zero
divisors Divo(C). The Jacobian J¢ of C' is defined as the quotient

dc = Divo(C)/P(C).

Consider the subgroup Jco(F,) < Jc of Fp-rational elements. There exist num-
bers n;, such that

(1) Jc(Fp) 2 Z/mZ S Z/n2Z & Z/ns3Z S L/ 14,

where n; | n;+1 and na | p—1 (see Frey and Lange, 2006, proposition 5.78, p. 111).
We wish to determine generators of the m-torsion subgroup Jc(Fp)[m| < dc(Fp),
where m | [Jc(F,)| is the largest number such that ¢ | p—1 for every prime number
| m.

3. FINITE ABELIAN GROUPS
Miller (2004) shows the following theorem.
Theorem 1. Let G be a finite abelian group of torsion rank r. Then for s > r the
probability that a random s-tuple of elements of G generates G is at least
Cr
log log |G|

if s =1, and at least Cs if s > r, where Cs > 0 is a constant depending only on s
(and not on |G|).

Proof. (Miller, 2004, theorem 3, p. 251) d

Combining theorem 1 and equation (1), we expect to find generators of I'[m] by
choosing 4 random elements 7; € I'[m] in approximately % attempts.

To determine whether the generators are independent, i.e. if (v;); = @, {vi), we
need to know the subgroups of a cyclic f-group G. These are determined uniquely

by the order of G, since
{0} < ("7 lg) < (" Pg) <o < (lg) < G

are the subgroups of the group G = (g) of order ™. The following corollary is an
immediate consequence of this observation.

Corollary 2. Let U; and Us be cyclic subgroups of a finite group G. Assume Uy
and Uy are L-groups. Let (u;) < U; be the subgroups of order {. Then

Ui NU; = {e} < (u1) N {u2) = {e}.

Here e € G is the neutral element.
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4. THE TAME TATE PAIRING

Let T' = Jc(Fp) be the rational subgroup of the Jacobian. Consider a number
A ged(|T|,p—1). Let g € I'[A] and h =}, a;P; € T be divisors with no points in
common, and let

heT /A
denote the class containing the divisor h. Furthermore, let f € F,,(C) be a rational
function on C' with divisor div(f) = Ag. Set f(h) =TI], f(P;)*. Then
ex(g, h) = f(h)

is a well-defined pairing T'[A\] x I'/AT' — IE‘;/([E‘;))‘, the Tate pairing; cf. Galbraith
(2005). Raising to the power 2t gives a well-defined element in the subgroup

X
px < Ty of the At roots of unity. This pairing

T F[/\] X F/)\F — U

is called the tame Tate pairing.

Since the class h is represented by the element h € T', we will write 7 (g, h)
instead of 7 (g, h). Furthermore, we will omit the subscript A and just write 7(g, k),
since the value of A will be clear from the context.

Hess (2004) gives a short and elementary proof of the following theorem.
Theorem 3. The tame Tate pairing T is bilinear and non-degenerate.

Corollary 4. For every element g € I' of order A an element h € I exists, such
that pix = (7(g, h)).

Proof. (Silverman, 1986, corollary 8.1.1., p. 98) gives a similar result for elliptic
curves and the Weil pairing. The proof of this result only uses that the pairing is
bilinear and non-degenerate. Hence it applies to corollary 4. O

Remark 5. In the following we only need the existence of the element h € I', such
that py = (7(g, h)); we do not need to find it.

5. GENERATORS OF I'[m)]

As in the previous section, let I' = J¢(F,) be the rational subgroup of the
Jacobian. We are searching for elements v; € I'[m] such that I'[m] = @,(v:). As
an abelian group, I'[m] is the direct sum of its Sylow subgroups. Hence, we only
need to find generators of the Sylow subgroups of I'[m].

Set N = |T'| and let £ | gcd(N,p — 1) be a prime number. Choose four random
elements v; € . Let I'y < T be the Sylow-¢ subgroup of I', and set Ny = |[';|. Then
N%% € I'y. Hence, we may assume that v; € I'y. If all the elements ~; are equal to
zero, then we choose other elements v; € I'. Hence, we may assume that some of
the elements ~y; are non-zero.

Let |vyi| = i, and re-enumerate the ~;’s such that A\; < \;41. Since some of the
~;'s are non-zero, we may choose an index v < 4, such that A\, # 1 and \; = 1 for
i < v. Choose A\¢ minimal such that A = i—; | p— 1. Then F,, contains an element
¢ of order A. Now set g; = %'yi, v <i<4. Then ¢g; € T[N, v <i < 4. Finally,
choose four random elements h; € T'.

Let

7: T\ x T/AT — ({)
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be the tame Tate pairing. Define remainders a;; modulo A by
7(gi: hy) = ¢

By corollary 4, for any of the elements g; we can choose an element h € I', such

that |7(gi, h)| = A. Assume that /AT = (hy, ko, hg, ha). Then h =", g;h;, and so

T(gi7 h) — Cailfh+(112‘12+(¥ZBQS+(H4(14.

If a;; =0 (mod £), 1 < j < 4, then |7(g;, k)| < A. Hence, if /AT = (hy, ha, h3, ha),
then for all ¢ € {v,...,4} we can choose a j € {1,...,4}, such that o;; # 0 (mod ¢).

Enumerate the h; such that agy # 0 (mod ¢). Now assume a number j < 4
exists, such that au; # 0 (mod A). Then (*4 = (A%, and replacing h; with
hj — B1ha gives ag; =0 (mod A). So we may assume that

an = =a43 =0 (mod ) and agq Z0  (mod £).

Assume similarly that a number j < 4 exists, such that ;s # 0 (mod X). Now
set B2 = ajays (mod ). Then 7(g; — 8294, ha) = 1. So we may also assume that

Q14 = Qg4 = Q34 = 0 (mod A)
Repeating this process recursively, we may assume that
a;; =0 (mod \) and agqs 20 (mod ¢).

Againrv <i<4and1<j<4.
The discussion above is formalized in the following algorithm.

Algorithm 1. As input we are given a hyperelliptic curve C' of genus two defined
over a prime field F,, the number N = |T'| of Fp-rational elements of the Jacobian,
and a prime factor ¢ | gcd(N,p—1). The algorithm outputs elements 7; € I'y of the
Sylow-£ subgroup I'y of I', such that (v;); = @,(v:) in the following steps.

(1) Compute the order N, of the Sylow-¢ subgroup of I".

(2) Choose elements v; € T', 7 € I :={1,2,3,4}. Set ~; := %’yi.
(3) Choose elements h; €I, j € J :={1,2,3,4}.

(4) Set K :={1,2,3,4}.

(5) For k&’ from 0 to 3 do the following:

(a) Set k:=4—Fk.

(b) If 7, =0, then set I := T\ {i}. If |I| = 0, then go to step 2.

(c) Compute the orders A, := |v4|, & € K. Re-enumerate the ~,’s such
that A, < A\eq1, k € K. Set I :={5—|I|,6 —|I],...,4}.

(d) Set v :=min(]), and choose Ay minimal such that A := ’A\—: | p—1. Set
Gy 1= %’ym kelINK.

(i) If gx = 0, then go to step 6.
(ii) If 7(gx, h;)M* =1 for all j < k, then go to step 3.

(e) Choose a primitive A\*® root of unity ¢ € F,. Compute ay; and cy
from 7(gg,h;) = ¢*% and 7(gx,hx) = ¢+, 1 < j <k, kelINK.
Re-enumerate hy, ..., hy such that ag 0 (mod £).

(f) For 1 <j<k,set 8= a,zklock]- (mod A) and hj := hj — Bhy.

(g) For k € IN K\ {k}, set B8 = ag e, (mod \) and 7, 1= 7, — ﬁi—’;fyk.

(h) Set K := K \ {k}.

(6) Output v1, 72, v3 and 4.
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o

Remark 6. Algorithm 1 consists of a small number of

1) calculations of orders of elements y € T'y,

2) multiplications of elements v € I with numbers a € Z,

3) additions of elements 1,72 € T,

4) evaluations of pairings of elements 71,72 € I and

5) solving the discrete logarithm problem in F, i.e. to determine a from ¢
and £ = (™.

By (Miller, 2004, proposition 9), the order |y| of an element v € I'y can be calculated

in time O(log3 Ny)Ar, where Ar is the time for adding two elements of I'. A multiple

ay or a sum 7, + 72 is computed in time O(Ar). By Frey and Riick (1994), the

pairing 7(v1,72) of two elements 71,72 € I' can be evaluated in time O(log Ny).

Finally, by Pohlig and Hellmann (1978) the discrete logarithm problem in F,, can

be solved in time O(logp). We may assume that addition in T is easy, i.e. that

Ar < O(logp). Hence algorithm 1 runs in expected time O(logp).

(
(
(
(
(

Careful examination of algorithm 1 gives the following lemma.
Lemma 7. Let T'y be the Sylow-£ subgroup of T, £ | p—1. Algorithm 1 determines
elements v; € Ty and h; € ', 1 < i < 4, such that one of the following cases holds.
(1) onrooazgags #0 (mod £) and a;; =0 (mod N), i # 4, 4,5 € {1,2,3,4}.
(2) 1 =0, araszzass 0 (mod ¢) and a;; =0 (mod N), i # j, 4,75 € {2,3,4}.
(3) 11 =72=0, aggas 0 (mod £) and oj; =0 (mod N), i # j, i,j € {3,4}.
(4) 1 =7 =7 =0.
If |vil = i, then N; < Xijq1. Set v = min{i|\; # 1}, and define Ao as the least
number, such that A = i—; |p—1. Set g; = %%, v < i < 4. Then the numbers a;;
above are determined by

7(gi; hy) = ¢,
where T is the tame Tate pairing T'[A] x T'/AT' — px = (¢).

Theorem 8. Algorithm 1 determines elements v1, Y2, v3 and v4 of the Sylow-¢
subgroup of T, £ | p— 1, such that (v;); = @, {Vi)-

Proof. Choose elements v;, h; € I' such that the conditions of lemma 7 are fulfilled.

Set A\; = |vi|, and let v = min{é|\; # 1}. Define )¢ as the least number, such that

A= f\—:] |p—1. Set g; = %’yi. Then the a;;’s from lemma 7 are determined by
7(girhy) = ¢

We only consider case 1 of lemma 7, since the other cases follow similarly. We start

by determining (y3) N (y4). Assume that g5 = ags. Then

1= T(g37 h4) = T(ag4’ h4) — C(La44’

ie. @ =0 (mod A). Hence (y3) N (v4) = {0}. Then we determine (y2) N (73,74)-
Assume g2 = ags + bgy. Then

1= 7(go, h3) = 7(ags, h3) = (23,
ie. a =0 (mod \). In the same way,
1= 7—(927]14) — Cba447

i.e. b=0 (mod A). Hence (y2) N {v3,74) = {0}. Similarly (y1) N {y2,7s,7v4) = {0}.
Hence (vi); = ©;(i)- 0
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From theorem 8 we get the following probabilistic algorithm to determine gene-
rators of the m-torsion subgroup I'[m] < T, where m | |T'| is the largest divisor of
IT'| such that ¢ | p — 1 for every prime number ¢ | m.

Algorithm 2. As input we are given a hyperelliptic curve C' of genus two defined
over a prime field F, the number N = |T'| of Fp-rational elements of the Jacobian,
and the prime factors py, ..., p, of ged(N,p — 1). The algorithm outputs elements
i € T'[m] such that I'lm] = @, (v;) in the following steps.
(1) Set v;:=0,1<i<4. For £ € {p1,...,pn} do the following:
(a) Use algorithm 1 to determine elements 7; € T'y, 1 < i < 4, such that
()i = D, (¥i)-
(b) If T, |%] < |T'¢, then go to step la.
(c) Set v =i+, 1<i<4
(2) Output 1, y2, 73 and 7.

Remark 9. By remark 6, algorithm 2 has expected running time O(logp). Hence
algorithm 2 is an efficient, probabilistic algorithm to determine generators of the
m-torsion subgroup I'[m] < I', where m | |['| is the largest divisor of |I'| such that
¢ | p—1 for every prime number ¢ | m.

Remark 10. The strategy of algorithm 1 can be applied to any finite, abelian group
I' with bilinear, non-degenerate pairings into cyclic groups. For the strategy to be
efficient, the pairings must be efficiently computable, and the discrete logarithm
problem in the cyclic groups must be easy.
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p-TORSION OF GENUS TWO CURVES OVER PRIME FIELDS
OF CHARACTERISTIC p

CHRISTIAN ROBENHAGEN RAVNSHQ®J

AsstracT. Consider the Jacobian of a hyperelliptic genus two curve defined
over a prime field of characteristic p and with complex multiplication. In this
paper we show that the p-Sylow subgroup of the Jacobian is either trivial or
of order p.

1. INTRODUCTION

In elliptic curve cryptography it is essential to know the number of points on
the curve. Cryptographically we are interested in elliptic curves with large cyclic
subgroups. Such elliptic curves can be constructed. The construction is based on
the theory of complex multiplication, studied in detail by Atkin and Morain (1993).
It is referred to as the CM method.

Koblitz (1989) suggested the use of hyperelliptic curves to provide larger group
orders. Therefore constructions of hyperelliptic curves are interesting. The CM
method for elliptic curves has been generalized to hyperelliptic curves of genus two
by Spallek (1994), and efficient algorithms have been proposed by Weng (2003) and
Gaudry et al (2005).

Both algorithms take as input a primitive, quartic CM field K (see section 3 for
the definition of a CM field), and give as output a hyperelliptic genus two curve C
defined over a prime field F),. A prime number p is chosen such that p = 2T for a
number = € Ok, where O is the ring of integers of K. We have K = Q(n) and
K NR = Q(vD), where 1 = i\/a + b€ and

- %ﬁ, if D=1 mod 4,
VD, ifD=23 mod4
In this paper, the following theorem is established.
Theorem 1. Let C be a hyperelliptic curve of genus two defined over a prime
field Fp,. Assume that End(C) ~ O, where K is a primitive, quartic CM field as
defined in definition 5, and that the p-power Frobenius under this isomorphism is

given by a number in Ok, + NOk,, where n is given as above. Then the p-Sylow
subgroup of Jc(F,) is either trivial or of order p.

2. HYPERELLIPTIC CURVES

A hyperelliptic curve is a smooth, projective curve C' C P" of genus at least
two with a separable, degree two morphism ¢ : C' — P. Let C be a hyperelliptic

2000 Mathematics Subject Classification. Primary 14H40; Secondary 11G15, 14Q05, 94A60.
Key words and phrases. Jacobians, hyperelliptic curves, complex multiplication, cryptography.
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2 C.R. RAVNSHQJ

curve of genus two defined over a prime field F), of characteristic p > 2. By the
Riemann-Roch theorem there exists an embedding v : C' — P2, mapping C to a
curve given by an equation of the form

y* = f(a),
where f € F[z] is of degree six and have no multiple roots (see Cassels and Flynn,
1996, chapter 1).
The set of principal divisors P(C) on C constitutes a subgroup of the degree 0
divisors Divo(C). The Jacobian J¢ of C' is defined as the quotient

dc = Divo(C)/P(C).
Since C is defined over F),, the mapping (z,y) — (2P, y?) is a morphism on C. This
morphism induces the p-power Frobenius endomorphism ¢ on the Jacobian Jc¢.

The characteristic polynomial P(X) of ¢ is of degree four (Tate, 1966, Theorem 2,
p. 140), and by the definition of P(X) (see Lang, 1959, pp. 109-110),

ldo(Fy)| = P(1),

i.e. the number of Fp-rational points on the Jacobian is determined by P(X).

3. CM FIELDS

An elliptic curve E with Z # End(E) is said to have complex multiplication. Let
K be an imaginary, quadratic number field with ring of integers Ox. K is a CM
field, and if End(E) ~ O, then E is said to have CM by Ok. More generally a
CM field is defined as follows.

Definition 2 (CM field). A number field K is a CM field, if K is a totally imaginary,
quadratic extension of a totally real number field K.

In this paper only CM fields of degree [K : Q] = 4 are considered. Such a field
is called a quartic CM field.

Remark 3. Consider a quartic CM field K. Let Ko = K NR be the real subfield
of K. Then Kj is a real, quadratic number field, Ko = Q(v/D). By a basic result
on quadratic number fields, the ring of integers of Ky is given by Ok, = Z + £Z,
where

‘e YD if D=1 mod 4,

B VD, if D=2,3 mod 4.

Since K is a totally imaginary, quadratic extension of Ky, a number n € K exists,
such that K = Ko(n), n*> € Ko. The number 7 is totally imaginary, and we may
assume that 7 = ino, 70 € R. Furthermore we may assume that n° € Of,; so

1 = iv/a + b, where a,b € Z.

Let C be a hyperelliptic curve of genus two. Then C'is said to have CM by O,
if End(C) ~ Ok. The structure of K determines whether C is irreducible. More
precisely, the following theorem holds.

Theorem 4. Let C be a hyperelliptic curve of genus two with End(C') ~ Ok, where
K is a quartic CM field. Then C is reducible if, and only if, K/Q is Galois with
Galois group Gal(K/Q) ~ Z/27 x 7./ 2.

Proof. (Shimura, 1998, Proposition 26, p. 61). ]
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Theorem 4 motivates the following definition.

Definition 5 (Primitive, quartic CM field). A quartic CM field K is called primi-
tive if either K/Q is not Galois, or K/Q is Galois with cyclic Galois group.

The CM method for constructing curves of genus two with prescribed endomor-
phism ring is described in detail by Weng (2003) and Gaudry et al (2005). In short,
the CM method is based on the construction of the class polynomials of a primitive,
quartic CM field K with real subfield K of class number h(K() = 1. The prime
number p has to be chosen such that p = 2T for a number z € Og. By Weng
(2003) we may assume that € O, + 7Ok,

4. THE p-SYLOW SUBGROUP OF J¢(F))

Let K be a primitive, quartic CM field with real subfield Ko = Q(v/D) of class
number h(Ky) = 1. Cf. Remark 3 we may write K = Q(n), where n = i/a + b
and

6{#’ ifD=1 mod 4,

VD, i#D=23 mod4

Let p be a prime number such that p = 27 for a number z € Og, + nOg,. Let C
be a hyperelliptic curve of genus two defined over F,, with End(C) ~ Ok . Assume
that the p-power Frobenius under this isomorphism is given by the number

(1) w=c1+ 2+ (3 +cal)n, ¢ €L

Since the p-power Frobenius is of degree p, we know that ww = p.

Remark 6. If ¢c; = 0 in (1), then Gal(K/Q) ~ Z/2Z x Z/2Z, and K is not primitive.
So ¢y # 0.

The characteristic polynomial P(X) of the Frobenius is given by
4

P(X) = [J(X —w),
i=1
where w; are the conjugates of w. Since the conjugates of w are given by w1 = w,
wy = W1, w3 and wy = w3, where w3 = ¢1 + 26’ + (c3 + €)', 0’ = iv/a+ b€ and
, |-vD, #D=23 mod4
&= {12@ if D=2,3 mod 4
it follows that
P(X)=X* -4, X34+ (2p+ 4(3 — 2D))X? — 4e1pX + p?,
if D=2,3 mod 4, and
P(X)=X*—2cX?+ (2p+* — 3D)X? — 2cpX + p?,

if D=1 mod 4. Here, ¢ = 2¢; + ¢. We notice that 4 | P(1) = |Jc(Fp)|. This
observation leads to the following lemma.

Lemma 7. Let C be a hyperelliptic curve of genus two defined over a prime field F,,
of characteristic p > 5. Assume that End(C) ~ Ok and that the p-power Frobenius
under this isomorphism is given by a number in Ok, + nOk,, where n is given as
in remark 3. Then the p-Sylow subgroup of Jc(F,) is either trivial or of order p.
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Proof. Assume p? | N = |J¢(Fp)|. Since |w;| = /P, we know that

4
N=P1)=[J(0-w)<Q+p) =p*+4p/p+6p+4yp+1.
i=1
Hence, p% < 4 for p > 5. But then 4 { N, a contradiction. So p? { N, i.e. the
p-Sylow subgroup of J¢(F,) is of order at most p. O

Now consider the case p < 5. Assume at first that D = 2,3 mod 4. Since
Wi = wals = p, we know that |¢; & cov/D| < /P- Thus,

1
(:2\/5‘ 5 ’(31 + (32\/57 (Cl — CQ\/E)‘

% (‘cl + cz\/ﬁ‘ + ‘cl - cz\/BD

< Vp.

Similarly we see that |c;| < \/p. Assume that D > 5. Then [c2| < /5 < 1. So
co = 0, since co € Z. This contradicts remark 6, i.e. D < 5. Now assume that
D =2. Then ¢y < \/g < \/g, i.e. co € {0,£1}. Therefore it follows by calculating
N for each of the possible values of ¢; and cg, that if p? | N, then ¢y = 0. This is
again a contradiction. So if D = 2, then p? { N. Similar it follows that if D = 3,
then p? { N.

Finally assume that D = 1 (mod 4). Then it follows from w1@; = wey = p

that |e1 + c2 1i§/5| < /p. Thus, |02\/5\ < 2,/p and |2¢; — c2| < 2,/p. Assume

that D > 20. Then || < 24/2 =1, ie. ¢z =0, a contradiction. So D < 20. By

calculating N for each of the possible values of p, D, ¢ and c; it follows that p? { N
also in this case. Hence the following lemma is established.

IN

Lemma 8. Let C be a hyperelliptic curve of genus two defined over a prime field F),
of characteristic p < 5. Assume that End(C) ~ Ok and that the p-power Frobenius
under this isomorphism is given by a number in Ok, + nOk,, where n is given as
in remark 3. Then the p-Sylow subgroup of Jc(F,) is either trivial or of order p.

Summing up, the following theorem holds.

Theorem 9. Let C be a hyperelliptic curve of genus two defined over a prime
field Fp. Assume that End(C) ~ Ok and that the p-power Frobenius under this
isomorphism is given by a number in Ok, +NOk,, where n is given as in remark 3.
Then the p-Sylow subgroup of Jc(Fp) is either trivial or of order p.
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NON-CYCLIC SUBGROUPS OF JACOBIANS OF
GENUS TWO CURVES

CHRISTIAN ROBENHAGEN RAVNSHQ®J

ABsTrACT. Let E be an elliptic curve defined over a finite field. Balasubrama-
nian and Koblitz have proved that if the £*® roots of unity u is not contained
in the ground field, then a field extension of the ground field contains g, if
and only if the ¢-torsion points of E are rational over the same field extension.
‘We generalize this result to Jacobians of genus two curves. In particular, we
show that the Weil- and the Tate-pairing are non-degenerate over the same
field extension of the ground field.

From this generalization we get a complete description of the ¢-torsion
subgroups of Jacobians of supersingular genus two curves. In particular, we
show that for £ > 3, the ¢-torsion points are rational over a field extension of
degree at most 24.

1. INTRODUCTION

In [10], Koblitz described how to use elliptic curves to construct a public key
cryptosystem. To get a more general class of curves, and possibly larger group
orders, Koblitz [11] then proposed using Jacobians of hyperelliptic curves. After
Boneh and Franklin [2] proposed an identity based cryptosystem by using the Weil-
pairing on an elliptic curve, pairings have been of great interest to cryptography [6].
The next natural step was to consider pairings on Jacobians of hyperelliptic curves.
Galbraith et al [7] survey the recent research on pairings on Jacobians of hyperel-
liptic curves.

The pairing in question is usually the Weil- or the Tate-pairing; both pairings
can be computed with Miller’s algorithm [14]. The Tate-pairing can be computed
more efficiently than the Weil-pairing, cf. [5]. Let C be a smooth curve defined over
a finite field Fy, and let J¢ be the Jacobian of C. Let ¢ be a prime number dividing
the number of F-rational points on the Jacobian, and let £ be the multiplicative
order of ¢ modulo ¢. By [8], the Tate-pairing is non-degenerate on Jc(F,«)[¢]. By
[20, Proposition 8.1, p. 96], the Weil-pairing is non-degenerate on J<[¢]. So if ¢ [¢]
is not contained in g (Fyr), then the Tate pairing is non-degenerate over a possible
smaller field extension than the Weil-pairing. For elliptic curves, in most cases
relevant to cryptography, the Weil-pairing and the Tate-pairing are non-degenerate
over the same field: let £ be an elliptic curve defined over [, and consider a prime
number ¢ dividing the number of F,-rational points on F. Balasubramanian and
Koblitz [1] proved that

(1) if L{p—1, then E[{] C E(F,x) if and only if £ | PP —1.

2000 Mathematics Subject Classification. 11G20 (Primary) 11T71, 14G50, 14H45 (Secondary).
Key words and phrases. Jacobians, hyperelliptic genus two curves, pairings, embedding degree,
supersingular curves.
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By Rubin and Silverberg [19], this result also holds for Jacobians of genus two
curves in the following sense: if £ { p — 1, then the Weil-pairing is non-degenerate
on U xV, where U = Jc(F,)[€], V = ker(p — p) Ndcll] and ¢ is the p-power
Frobenius endomorphism on Jc.

The result (1) can also be stated as: if £1p—1, then E(F,)[{] is bicyclic if and
only if £ | p* —1. In [17], the author generalized this result to certain CM reductions
of Jacobians of genus two curves. In this paper, we show that in most cases, this
result in fact holds for Jacobians of any genus two curves. More precisely, the
following theorem is established.

Theorem 6. Consider a genus two curve C' defined over a finite field F,. Write
the characteristic polynomial of the ¢ -power Frobenius endomorphism of the Jaco-
bian Jc as

Po(X) = X*+20X3 + (2¢™ 4 0% — 1) X2 + 20¢™ X + ¢*™,
where 20,47 € Z. Let £ be an odd prime number dividing the number of F-rational
points on Jc, and with £1q and £1q— 1. If ({47, then
(1) Jc(Fgm)[f] is of rank at most two as a Z/(Z-module, and
(2) dc(Fgm)[L] is bicyclic if and only if £ divides ¢" — 1.
If ¢ is a large prime number, then most likely ¢ { 47, and Theorem 6 applies. In
the special case £ | 47 we get the following result.

Theorem 7. Let notation be as in Theorem 6. Furthermore, let w,, be a ¢"™-Weil
number of Jc (cf. definition 4), and assume that { is unramified in K = Q(wy,).
Now assume that ¢ | 47. Then the following holds.
(1) If wm, €Z, then €| ¢™ — 1 and Jc[€] C o (Fgm).
(2) If wm € Z, then £1q™ — 1, Jo(Fym)[l] = (Z/CZ)? and Jcll] € Jc(Fyme) if
and only if £ | g™ — 1.

By Theorem 6 and 7 we get the following corollary.

Corollary 10. Consider a genus two curve C' defined over a finite field F,. Let { be
an odd prime number dividing the number of F,-rational points on the Jacobian Jc,
and with £ t q. Let q be of multiplicative order k modulo (. If £t q— 1, then the
Weil-pairing is non-degenerate on do(Fr)[f] x do(Fgr)[f].

For the 2-torsion part, we prove the following theorem.

Theorem 11. Consider a genus two curve C' defined over a finite field F, of odd
characteristic. Let

Pr(X) = X4 4 sX3 X2+ s¢™ X + ¢

be the characteristic polynomial of the q™-power Frobenius endomorphism of the
Jacobian Jc. Assume |Jc(Fgm)| is even. Then

del2] € {

Jc(Fgam), if s is even;
HC(]F(I"'"")» lfé is odd.

Now consider a supersingular genus two curve C' defined over F,; cf. section 6.
Again, let ¢ be a prime number dividing the number of F4-rational points on the
Jacobian and let k£ be the multiplicative order of ¢ modulo . We know that k£ < 12,
cf. Galbraith [5] and Rubin and Silverberg [18]. If ¢2 { |Jc(F,)|, then in many
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cases Jo[f] € Jc(Fyx), cf. Stichtenoth [21]. Zhu [23] gives a complete description
of the subgroup of F -rational points on the Jacobian. Using Theorem 6 we get
the following explicit description of the (-torsion subgroup of the Jacobian of a
supersingular genus two curve.

Theorem 14. Consider a supersingular genus two curve C defined over F,. Let ¢
be a prime number dividing the number of F,-rational points on the Jacobian Jc,
and with £ { q. Depending on the cases in table 1 we get the following properties
Of Hc.

CaseI: —¢>=¢* =1 (mod ¢) and Jc[f) C Jc(Fye). If £ # 2, then Jc(F,)[{]
is cyclic.

Case 1: ¢ = 1 (mod £), Jc[f] C dc(Fys) and Ic(Fy) is cyclic. If € # 3,
then ¢ 21 (mod ¢).

Case 111: —¢°* =¢° =1 (mod ¢) and Jc[f) C Jc(Fye). If€ # 3, then Jc(Fy) (]
is cyclic.

Case 1V: ¢ £ ¢° =1 (mod {), Jc[f] C Jc(Fy0) and Jo(Fy) is cyclic.

Case V: ¢ Z ¢° =1 (mod ¢), Jc[f] € Jc(Fypo) and Jc(Fy) is cyclic.

6=¢'2=1 (mod ¥), Jc[l] CIc(Fy2s) and Jc(F,) is cyclic.

Case viI: ¢ = 1 (mod ¢) and Jc[f) € Jo(Fg2). If £ # 2, then Jo(Fo)[l] is
bicyclic.

Case VIII: —¢=¢*> =1 (mod ¢) and Jc[l] C Jc(Fp2). If€ # 2, then Jo(Fy)[¢]
is bicyclic.

Case 1X: If { # 3, then ¢ # ¢ = 1 (mod {), Jc[l] C Jc(Fys) and Jc(F,)[(]
is bicyclic.

In particular, it follows from Theorem 14 that if ¢ > 3, then the ¢-torsion points
on the Jacobian J¢ of a supersingular genus two curve defined over I, are rational
over a field extension of F, of degree at most 24, and Jc(F,)[] is of rank at most
two as a Z/{Z-module.

Assumption. In this paper, a curve is an irreducible nonsingular projective variety
of dimension one.

2. GENUS TWO CURVES

A hyperelliptic curve is a projective curve C' C P" of genus at least two with a
separable, degree two morphism ¢ : C' — P!, Tt is well known, that any genus two
curve is hyperelliptic. Throughout this paper, let C' be a curve of genus two defined
over a finite field F, of characteristic p. By the Riemann-Roch Theorem there exists

a birational map 1 : C' — P2, mapping C to a curve given by an equation of the
form

v+ g(x)y = h(z),

where g, h € Fy[z] are of degree deg(g) < 3 and deg(h) < 6; cf. [3, chapter 1].
The set of principal divisors P(C') on C constitutes a subgroup of the degree zero
divisors Divo(C). The Jacobian J¢ of C' is defined as the quotient

dc = Divo(C)/P(O).
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Let ¢ # p be a prime number. The ¢("-torsion subgroup Jc[¢"] C J¢c of points of
order dividing ¢™ is a Z/¢"Z-module of rank four, i.e.
Jolt"] = ZJ)IE x L)L x T T x L) T

cf. [12, Theorem 6, p. 109].
The multiplicative order k of ¢ modulo ¢ plays an important role in cryptography,
since the (reduced) Tate-pairing is non-degenerate over IF«; cf. [8].

Definition 1 (Embedding degree). Consider a prime number ¢ # p dividing the
number of F,-rational points on the Jacobian Jc. The embedding degree of J¢ (Fy)
with respect to ¢ is the least number k, such that ¢ =1 (mod ).

Closely related to the embedding degree, we have the full embedding degree.

Definition 2 (Full embedding degree). Consider a prime number ¢ # p dividing
the number of F,-rational points on the Jacobian Jc. The full embedding degree
of Jc(F,) with respect to ¢ is the least number s, such that Jc[¢] C Jo(Fg-).

Remark 3. If Jc[€] C Jc(Fy=), then £ | ¢* —1; cf. [4, Corollary 5.77, p. 111]. Hence,
the full embedding degree is a multiple of the embedding degree.

A priori, the Weil-pairing is only non-degenerate over F,~. But in fact, as we
shall see, the Weil-pairing is also non-degenerate over Fx.

3. THE WEIL- AND THE TATE-PAIRING

Let IF be an algebraic extension of F,. Let z € J¢(F)[(] and y = 3", a; P; € Jc(F)
be divisors with disjoint supports, and let § € Jo(F)/€Jc(F) denote the divisor class
containing the divisor y. Furthermore, let f, € F(C) be a rational function on C'
with divisor div(f;) = fz. Set fo(y) = I[; f(P5)*. Then e/(z,§) = fo(y) is a
well-defined pairing

ec - dc ()] x 3c(F) /3o (F) — F* /(FX),
[P |

it is called the Tate-pairing; cf. [6]. Raising the result to the power ]FT gives a
well-defined element in the subgroup py C I of the ¢! roots of unity. This pairing
ée:dc(E)[€] x 3c(F)/€dc(F) — pe
is called the reduced Tate-pairing. If the field F is finite and contains the /** roots

of unity, then the Tate-pairing is bilinear and non-degenerate; cf. |8].
Now let z,y € dc[¢] be divisors with disjoint support. The Weil-pairing
e Joll] < dc[l] — pu
is then defined by e/(z,y) = % The Weil-pairing is bilinear, anti-symmetric
and non-degenerate on Jo[f] x Jo[€]; cf. [15].

4. MATRIX REPRESENTATION OF THE ENDOMORPHISM RING

An endomorphism 1 : Jo — J¢ induces a linear map ¥ : Jo[f] — Jc[f] by
restriction. Hence, ¢ is represented by a matrix M € Mat4(Z/¢Z) on Jc[¢]. Let
f € Z[X] be the characteristic polynomial of ¢ (see [12, pp. 109-110]), and let
f € (Z/0Z)[X] be the characteristic polynomial of 1. Then f is a monic polynomial
of degree four, and by [12, Theorem 3, p. 186],

f(X) = f(X)  (mod 0).
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Since C' is defined over F,, the mapping (z,y) — (29,y9) is a morphism on C.
This morphism induces the g-power Frobenius endomorphism ¢ on the Jacobian J¢.
Let P(X) be the characteristic polynomial of ¢. P(X) is called the Weil polynomial
of Jc, and

9c(F,)| = P(1)
by the definition of P(X) (see [12, pp. 109-110]); i.e. the number of F,-rational
points on the Jacobian is P(1).

Definition 4 (Weil number). Let notation be as above. Let P,,(X) be the charac-
teristic polynomial of the ¢"*-power Frobenius endomorphism ¢,, on Jc. Consider
a number w,, € C with P, (wy,) = 0. If P, (X) is reducible, assume furthermore
that wy, and ¢y, are roots of the same irreducible factor of P, (X). We identify ¢,
with w,,, and we call w,, a ¢"-Weil number of J¢.

Remark 5. A ¢"-Weil number is not necessarily uniquely determined. In general,
P,,(X) is irreducible, in which case J¢ has four ¢™-Weil numbers.

Assume P,,(X) is reducible. Write P,,(X) = f(X)g(X), where f,g € Z|X] are
of degree at least one. Since P, () = 0, either f(¢m,) = 0 or g(pm) = 0; if not,
then either f(¢m,) or g(¢m) has infinite kernel, i.e. is not an endomorphism of J¢.
So a ¢"-Weil number is well-defined.

5. NON-CYCLIC TORSION

Consider a genus two curve C' defined over a finite field F,. Let P, (X) be
the characteristic polynomial of the ¢"-power Frobenius endomorphism ¢,, of the
Jacobian Jco. P,(X) is of the form P, (X) = X% 4+ sX? + tX2 + s¢™ X + ¢*™,
where s,t € Z. Let 0 = § and 7 = 2¢™ + 0% —t. Then

Pn(X) = X*+20X3 + (2¢™ + 0% — 1) X2 + 20¢™ X + ¢*™,
and 20,47 € Z.

Theorem 6. Consider a genus two curve C' defined over a finite field F,. Write
the characteristic polynomial of the ¢ -power Frobenius endomorphism of the Jaco-
bian Jc as

Po(X) = X"+ 20X% 4+ (2¢™ + 0% = 1) X% 4+ 20¢™ X + ¢*™,
where 20,41 € Z. Let £ be an odd prime number dividing the number of F -rational
points on Jc, and with £{q and £+q— 1. If £ 147, then

(1) Jc(Fgm)[4] is of rank at most two as a Z/(Z-module, and
(2) Jc(Fgm)[4] is bicyclic if and only if £ divides ¢ — 1.

Proof. Let P,, € (Z/{Z)[X] be the characteristic polynomial of the restriction of
om to dc[l]. Since ¢ divides |Jc(F,)|, 1 is a root of P,. Assume that 1 is a root of
P,, of multiplicity v. Since the roots of P, occur in pairs (a,¢™/a), also ¢ is a
root of P, of multiplicity v.

If Jo(Fgm)[€] is of rank three as a Z/{Z-module, then ¢ divides ¢™ — 1 by [4,
Proposition 5.78, p. 111]. Choose a basis B of Jc[¢]. With respect to B, ¢y, is
represented by a matrix of the form

1 0 0 ma
T 01 0 mo
0 0 0 my
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Now, my = det M = deg ¢,, = ¢*™ = 1 (mod £). Hence, P,,(X) = (X — 1)*. By
comparison of coefficients it follows that 47 = 0 (mod ¢), and we have a contradic-
tion. So Jo(Fgm)[4] is of rank at most two as a Z/{Z-module.

Now assume that Jo(Fgm)[f] is bicyclic. If ¢™ # 1 (mod £), then 1 is a root of
P, of multiplicity two, i.e. P, (X) = (X —1)%(X — ¢™)2. But then it follows by
comparison of coefficients that 47 = 0 (mod ¢), and we have a contradiction. So
¢™ =1 (mod ¢), i.e. ¢ divides ¢™ — 1. On the other hand, if ¢ divides ¢" — 1, then
the Tate-pairing is non-degenerate on Jo(Fym)[¢], i.e. Jc(Fym)[¢] must be of rank
at least two as a Z/¢Z-module. So Jc(Fg=)[¢] is bicyclic. O

If ¢ is a large prime number, then most likely ¢ { 47, and Theorem 6 applies. In
the special case ¢ | 47 we get the following result.

Theorem 7. Let notation be as in Theorem 6. Furthermore, let w,, be a ¢"-
Weil number of Jc, and assume that ¢ is unramified in K = Q(w,,). Now assume
that € | 47. Then the following holds.
(1) If wm €Z, then €| ¢™ — 1 and Jc[€] C o (Fgm).
(2) Ifwn ¢ Z, then 04 q™ =1, Jc(Fqm)[0] ~ (Z/IZ)? and Jc[l] C Jc(Fymr) if
and only if £ | ¢™* — 1.

Remark 8. A prime number /¢ is unramified in K if and only if ¢ divides the dis-
criminant of the field extension K/Q; see e.g. [16, Theorem 2.6, p. 199]. Hence,
almost any prime number ¢ is unramified in K. In particular, if ¢ is large, then ¢ is
unramified in K.

The special case of Theorem 7 does occur; cf. the following example 9.

Ezample 9. Consider the polynomial P(X) = (X2+X +3)? € Q[X]. By [13] and [9]
it follows that P(X) is the Weil polynomial of the Jacobian of a genus two curve C
defined over F3. The number of Fs-rational points on the Jacobian is P(1) = 25,
so ¢ =5 is an odd prime divisor of |Jc(F3)| not dividing ¢ = p = 3. Notice that
P(X)=X*+20X%+ (2p+02)X? +20pX +p (mod ¢) with ¢ = 1. The complex
roots of P(X) are given by w = 71%‘/71 and @, and ¢ is unramified in K = Q(w).
Since 3 is a generator of (Z/5Z)%, it follows by Theorem 7 that J¢o(F3) ~ (Z/¢Z)?
and Jolf] € Jc(Fsi).

By Theorem 6 and 7 we get the following corollary.

Corollary 10. Consider a genus two curve C' defined over a finite field F,. Let { be
an odd prime number dividing the number of F-rational points on the Jacobian Jc,
and with £t q. Let q be of multiplicative order k modulo (. If £t q— 1, then the
Weil-pairing is non-degenerate on dc(Fyr)[f] x do(Fgr)[f].
Proof. Let

Po(X) = X*+20X3 + (2¢" + 0% — 1) X? + 20¢"* X + ¢**
be the characteristic polynomial of the ¢*-power endomorphism on the Jacobian J¢.
If £ | 47, then Jc[f] = Jo(Fyx)[€] by Theorem 7, and the corollary follows.

Assume £ {47. Let U = Jc(Fy)[¢] and V =ker(p — ¢) N Jc[€], where ¢ is the ¢-
power Frobenius endomorphism on Jo. Then the Weil-pairing ey is non-degenerate
on U x V by [19]. By Theorem 6, we know that V' = Jo(Fyr)[] \ dc(F,)[¢] and
that

JoFp )| U@V = Z/L x L.



NON-CYCLIC SUBGROUPS OF JACOBIANS OF GENUS TWO CURVES 7

Now let = € Jo(Fyr)[{] be an arbitrary F . -rational point of order £. Write z = z¢+
2y, where zy € U and zy € V. Choose y € V and z € U, such that ey (zy,y) # 1
and ey (zy,z) # 1. We may assume that ew (zy,y)ew (zv, z) # 1; if not, replace
z with 2z. Since the Weil-pairing is anti-symmetric, ew (2, 2) = ew (zv,y) = 1.
Hence,

ew(z,y+ 2) = ew(zv,y)ew (zv, 2) # 1.

Proof of Theorem 7. We see that

Pn(X)=(X?4+0X +¢™? (mod ¢);
since P,,,(1) =0 (mod ¢), it follows that

PalX) = (X~ 12(X = q™? (mod 0),

Assume at first that P, (X) is irreducible in Q[X]. Let Ok denote the ring of
integers of K. By [16, Proposition 8.3, p. 47], it follows that (O = £2£32, where
L1 = (lywy —1)Ok and L9 = ({,wy, — ¢)O k. In particular, ¢ ramifies in K, and
we have a contradiction. So P,,(X) is reducible in Q[X].

Let f € Z[X] be the minimal polynomial of w,,. If deg f = 3, then it follows as
above that ¢ ramifies in K. So deg f < 3. Assume that deg f = 1, i.e. that w,, € Z.
Since w2, = ¢™, we know that w,, = +¢™2. So f(X) = X F ¢™/2. Since f(X)
divides P(X) in Z[X], either f(X) =X —1 (mod ¢) or f(X) =X —¢™ (mod ¢).
It follows that ¢" = 1 (mod ¢). Thus, w,, = £1 (mod ¢). If w,, = —1 (mod ¢),
then ¢, does not fix Jo(Fgm)[¢]. This is a contradiction. Hence, wy, =1 (mod £).
But then ¢, is the identity on J¢[f]. Thus, if w,, € Z, then Jc[f] C Jo(Fgm).

Assume w,, ¢ Z. Then deg f = 2. Since f(X) divides P(X) in Z[X], it follows
that

fX) =X -1)(X —¢") (mod £);

to see this, we merely notice that if f(X) is equivalent to the square of a polynomial
modulo ¢, then ¢ ramifies in K. Notice also that if ¢” =1 (mod ¢), then ¢ ramifies
in K. Soq™ #1 (mod ¢).

Now let U = ker(p, — 1)2NJc[f] and V = ker(¢., — ¢™)? Ndc[¢). Then U and
V are @,,-invariant submodules of the Z/¢Z-module J¢[¢] of rank two, and Jo[¢] ~
U ® V. Now choose z1 € U, such that ¢,,(z1) = z1, and expand this to a basis
(z1,22) of U. Similarly, choose a basis (z3,z4) of V' with ¢,,(z3) = gqzs. With
respect to the basis (x1, z2,23,24), ©m is represented by a matrix of the form

1 aa O 0

01 0 0
M = 00 o B

00 0 qm

Let ¢™ be of multiplicative order & modulo ¢. Notice that

1 ka 0O 0
0 1 0 0
k _
ME=1o 0 1 kgm(k=1 g
0 0 0 1
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Hence, the restriction of ©F, to do[f] has the characteristic polynomial (X — 1)%.
Let P,,(X) be the characteristic polynomial of the ¢™*-power Frobenius endo-
morphism @, = gpfﬁ of the Jacobian Jc. Then

Pop(X)=(X —1)?* (mod 0).

Since wy, is a ¢™-Weil number of J¢, we know that wF, is a ¢™*-Weil number of J¢.
Assume w¥ ¢ Q. Then K = Q(w¥). Let h € Z[X] be the minimal polynomial
of wk . Then it follows that h(X) = (X — 1)? (mod ¢), and ¢ ramifies in K. So
wk € Q, i.e. his of degree one. But then h(X) = X — 1 (mod ¢), i.e. wF =1
(mod £). So ¢F is the identity map on Jc[f]. Hence, M¥ = I, ie. a =3 =0
(mod ¢). Thus, ¢, is represented by a diagonal matrix diag(l,1,¢™,¢™) with
respect to (z1, T2, 3, x4). The theorem follows. d

For the 2-torsion part, we get the following theorem.

Theorem 11. Consider a genus two curve C' defined over a finite field F, of odd
characteristic. Let Pp(X) = X* +sX3 +tX2% + s¢™X + ¢®™ be the characteristic
polynomial of the ¢ -power Frobenius endomorphism of the Jacobian Jc. Assume
|dc(Fgm)| is even. Then

Foam), if s is even;
gol2) € {90 Cam) o
Jo(Fyom), if s is odd.
Proof. Since ¢ is odd,
Po(X)=X*+sX34tX? +sX +1 (mod 2).

Assume at first that s is even. Since P,,(1) is even, it follows that ¢ is even; but
then

Po(X)=(X-1*=X*-1 (mod 2).
Hence, J¢[2] € dc(Fgam) in this case.
Now assume that s is odd. Again ¢ must be even; but then

Po(X)=(X2-1)(X?+X+1) (mod 2).
Since f(X) = X2+ X + 1 has the complex roots £ = —1(1 +iv/3), and €3 =1, it
follows that J¢[2] € o (Fyem ) in this case. O
6. SUPERSINGULAR CURVES

Consider a genus two curve C' defined over a finite field F, of characteristic
p. C'is called supersingular, if Jo has no p-torsion. From [13] we have the following
theorem.

Theorem 12. Consider a polynomial f € Z[X] of the form
F(X) = foi(X) = X+ X3 +tX% + 5¢X + ¢°,

where ¢ = p®. If f is the Weil polynomial of the Jacobian of a supersingular genus
two curve defined over the finite field Fy, then (s,t) belongs to table 1.

Remark 13. By |9], in each of the cases in table 1 we can find a ¢ such that f; ;(X)
is the Weil polynomial of the Jacobian of a supersingular genus two curve defined
over F,.
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TABLE 1. Conditions for f = X% 4+ sX3 +tX2 + s5¢X + ¢ to be
the Weil polynomial of the Jacobian of a supersingular genus two
curve defined over F,, where ¢ = p®.

VII
VIII
IX

0,—2q) a odd.
0,2q) a even, p
+2,/4,3q) | a even, p

1 (mod 4).
1 (mod 3).

[ Case [ (s, 1) | Condition \
I (0,0) a odd, p # 2, or a even, p # 1 (mod 8).
11 (0,9) a odd.
111 (0,—q) a odd, p# 3, or a even, p £ 1 (mod 12).
v (£va,9) a even, p #1 (mod b).
v (£v/5¢,3q) | a odd, p=5.
VI (£v2q,q), | a odd, p=2.
(
(
(

Using Theorem 6, 7 and 12 we get the following explicit description of the /-
torsion subgroup of the Jacobian of a supersingular genus two curve.

Theorem 14. Consider a supersingular genus two curve C' defined over Fy. Let {
be a prime number dividing the number of F,-rational points on the Jacobian Jc,
and with £ f q. Depending on the cases in table 1 we get the following properties
of Jc-
Case: —¢>=¢* =1 (mod ¢) and Jc[f) C Jc(Fpe). If £ # 2, then Jc(F,)[{]
is cyclic.
Case 1: ¢ = 1 (mod £), Jc[f] C dc(Fys) and Ic(Fy) is cyclic. If € # 3,
then ¢ 21 (mod ¢).
Case 111: —¢°* =¢° =1 (mod ¢) and Jc[f) C Jc(Fye). If€ # 3, then Jc(Fy) (]
is cyclic.
Case 1V: ¢ #¢° =1 (mod ¢), Jc[f] C Jc(Fy0) and o (Fy) is cyclic.
Case V: ¢ Z ¢° =1 (mod ¢), Jc[f] € Jc(Fyo) and Jc(Fy) is cyclic.
Case VI: —¢5=¢'2 =1 (mod ¢), Jc[€] C Jc(Fy2s) and Jc(F,) is cyclic.
Case viI: ¢ = 1 (mod ¢) and Jc[f) C Jo(Fg2). If £ # 2, then Jo(Fo)[l] is
bicyclic.
Case VIII: —¢=¢*> =1 (mod ¢) and Jc[l] C Jc(Fp2). If€ # 2, then Jo(Fy)[¢]
is bicyclic.
Case 1X: If { # 3, then ¢ # ¢ = 1 (mod {), Jc[l] C Jc(Fys) and Jc(F,)[(]
is bicyclic.

Corollary 15. If ¢ > 3, then the full embedding degree with respect to { of the

Jacobian Jc of a supersingular genus two curve defined over F, is at most 24,
and Jc(Fy)[0] is of rank at most two as a Z/Z-module.

Proof of Theorem 14. In the following we consider each case in table 1 separately.
Throughout this proof, assume that

FX) =X+ 5X3 41X 4 5gX + ¢

is the Weil polynomial of the Jacobian J¢ of some supersingular genus two curve C
defined over the finite field I, of characteristic p, and let ¢ be a prime number
dividing f(1).



10 C.R. RAVNSHOQJ

The case s = 0. First consider the cases 1, 11, 111, VII and VIIT of table 1.

Case 1. If (s,t) = (0,0), then f(1) = 1+ ¢®> = 0 (mod £), i.e. ¢> = —1 (mod ).
So f(X) = X* -1 (mod ¢), ¢* =1 (mod ¢) and Jclf] C Jc(Fp). T = 2¢ in
Theorem 6, so if £ # 2, then Jc(Fy)[¢] is cyclic.

Case 11. If (s,t) = (0,q), then the roots of f modulo ¢ are given by +1 and +gq.
Since f(1) =¢*+¢+1=0 (mod ¢), we know that ¢ = 2(—1+/=3) (mod ¢). Tt
follows that ¢*> =1 (mod ) and Jc[f] € Jc(Fye). If £ =2, then p # 2, and f(1) is
odd. So ¢ # 2. 7 = g in Theorem 6, so Jc(F,) is cyclic.

Case 111. If (s,t) = (0, —q), then the roots of f modulo ¢ are given by +1 and +g.
Since f(1) = ¢*> —¢+1 =0 (mod ¢), we know that ¢ = (1 ++/=3) (mod £). It
follows that ¢ =1 (mod ¢) and I [€] € Jc(Fys). Asin case 11, £ # 2. Now 7 = 3¢,
so if £ # 3, then Jo(F,)[] is cyclic.

Case viL. If (s,t) = (0,—2q), then ¢ = 1 (mod ¢) and f(X) = (X2 —q)?. Since ¢ is
an odd power of p, X2 — ¢ is irreducible over Q. So by [22, Theorem 2|, Jc ~ Ex E
for some supersingular elliptic curve E. It follows that Jc[] C dc(Fg2). 7 = 4q, so
if ¢ # 2, then ¢ (F,)[(] is bicyclic.

Case viiL. If (s,t) = (0,2q), then ¢ = —1 (mod ¢) and f(X) = (X2 + ¢)%. Since
X2 4 q is irreducible over Q, it follows that Jo ~ E x E for some supersingular
elliptic curve E. So ¢*> = 1 (mod ¢) and Jc[f] C Jc(Fz2). 7 =0 and w = i\/g
is a ¢-Weil number of Jc. Since ¢ is an even power of p, K = Q(w) = Q(¢) is of
discriminant dx = —4. Hence, if £ # 2, then Jc(F,)[¢] is bicyclic by Theorem 7.

Case 1V—VI. Now we consider the cases IV, V and VI of table 1.

Case 1v. If (s,t) = (,/q,q), then 47 = 5¢q in Theorem 6. Since f(1) is odd, we know
that ¢ # 2. If ¢ divides 47, then ¢ = 5; £ 1 ¢, since C' is supersingular. But then
f)=¢*+q/7+q+ g+ 1 =0 (mod5),ie. ¢=2 (mod5). Since a is even
and 2 is not a quadratic residue modulo 5, this is impossible. So £t 47. If ¢ =1
(mod ¢), then f(1) =5 (mod ¢), i.e. £ =75. But then ¢ divides 47, a contradiction.
So Jc(F,) is cyclic by Theorem 6. From f(1) = 0 (mod ¢) it follows that ¢° =
(mod ¢). Since the complex roots of f are of the form ,/g¢, where £ is a primitive
50 root of unity, it follows that dc[¢] € ¢ (Fyu0). The case (s, t) = (—/q, q) follows
similarly.

Case v. If (s,t) = (1/5¢,3q) and p = 5, then 47 is a power of 5 in Theorem 6. Since
f(1) is odd, we know that ¢ # 2. If £ divides 47, then £ = 5. Since C is supersingular
and defined over a field of characteristic p = 5, this is a contradiction. So ¢ { 47.
If g = 1 (mod ¢), then f(1) =5+ 2v/5 = 0 (mod ¢), and it follows that ¢ = 5.
So Jc(F,) is cyclic by Theorem 6. From f(1) = 0 (mod ¢) it follows that ¢° =
(mod £). Since the complex roots of f are of the form ,/g¢, where ¢ is a primitive
10" root of unity, it follows that Jc[f] € dc(F0). The case (s,t) = (—/5¢,3q)
follows similarly.
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Case V1. If (s,t) = (v/2q,q) and p = 2, then 47 = 3 - 2 for some number a € N.
Hence, if ¢ divides 47, then ¢ = 3. But 3 4 f(1); thus, £ { 47. If ¢ = 1 (mod ¢),
then f(1) = 3 +2v2 =0 (mod ¢), and it follows that £ = 1. So Jc(F,) is cyclic
by Theorem 6. From f(1) =0 (mod ¢) it follows that ¢ = —1 (mod ¢). Since the
complex roots of f are of the form ,/g¢, where ¢ is a primitive 24t root of unity,
it follows that Jo[f] C Jc(Fgea). The case (s,t) = (—/2q, ) follows similarly.

Case 1X. Finally, consider the case 1X. Assume that (s,t) = (=2,/g, 3q). We see
that f(X) = g(X)?, where g(X) = X?—,/gX +q. Since the complex roots of g are
given by %(1:t\/—73)\/c>1, g is irreducible over Q. So by |22, Theorem 2|, Jc ~ Ex E
for some supersingular elliptic curve E. Hence, either Jo(FF,)[¢] is bicyclic or equals
the full ¢-torsion subgroup of ﬂc-

Assume Jo(Fy)[¢] = dclf]. Then ¢ = 1 (mod ¢), i.e. /g = =1 (mod ¢). But
then f(1) =9 =0 (mod ¢) or f(1 ) =1=0 (mod 0),ie € =3.

Since f(1) = (1 — /g + ¢)*> = 0 (mod ¢), we know that ¢ = (-1 £ +/=3)
(mod £). So ¢® =1 (mod ¢). Since ¢ # 3, it follows that ¢ # 1 (mod ¢). Hence,
dclf] € dc(Fys) by the non-degeneracy of the Tate-pairing.

The case (s,t) = (2,/g, 3q) follows similarly. O
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Abstract. We give an explicit description of the matrix representation
of the Frobenius endomorphism on the Jacobian of a genus two curve
on the subgroup of ¢-torsion points. By using this description, we can
describe the matrix representation of the Weil-pairing on the subgroup
of (-torsion points explicitly. Finally, the explicit description of the Weil-
pairing provides us with an efficient, probabilistic algorithm to find gen-
erators of the subgroup of /-torsion points on the Jacobian of a genus
two curve.

1 Introduction

In [13], Koblitz described how to use elliptic curves to construct a public key
cryptosystem. To get a more general class of curves, and possibly larger group
orders, Koblitz [14] then proposed using Jacobians of hyperelliptic curves. Af-
ter Boneh and Franklin [1] proposed an identity based cryptosystem by using
the Weil-pairing on an elliptic curve, pairings have been of great interest to
cryptography [8]. The next natural step was to consider pairings on Jacobians
of hyperelliptic curves.

Galbraith et al [9] survey the recent research on pairings on Jacobians of hy-
perelliptic curves. Their conclusion is that, for most applications, elliptic curves
provide more efficient solutions than hyperelliptic curves. One way of making
pairing based cryptography on Jacobians of hyperelliptic curves interesting is to
exploit the full torsion subgroup of the Jacobian of a hyperelliptic curve. In par-
ticular, cryptographic applications of pairings on groups which require three or
more generators will be interesting. If such applications are found, the next nat-
ural problem will be to give efficient methods to choose points in the particular
subgroups. The present paper addresses this problem.

Let Jc be the Jacobian of a genus two curve defined over Fg. In [5, Algo-
rithm 4.3], Freeman and Lauter describe a probabilistic algorithm to determine
generators of the subgroup Jc[¢] of points of order ¢, but the algorithm is in-
complete in the sense that the output only probably is a generating set - it is not



tested whether the output in fact is a generating set. Furthermore, if the output
happens to be a generating set, it still may not be a basis of Jo[/].

In [21], the author describes an algorithm based on the Tate-pairing to de-
termine a basis of the subgroup Jc(Fy)[m] of points of order m on the Jacobian,
where m is a number dividing g — 1. The key ingredient of the algorithm is a
“diagonalization” of a set of randomly chosen points { Py, ..., Py, Q1,...,Q4} on
the Jacobian with respect to the (reduced) Tate-pairing ¢; i.e. a modification of
the set such that e(P;,Q;) # 1 if and only if ¢ = j. This procedure is based
on solving the discrete logarithm problem in ¢ (F4)[m]. Contrary to the special
case where m divides ¢ — 1, it is in general infeasible to solve the discrete log-
arithm problem in Jc(IF4)[m]. Hence, in general the algorithm in [21] does not
apply.

Results

In the present paper, we generalize the algorithm in [21] to subgroups of points
of prime order ¢, where ¢ does not divide ¢ — 1. In order to do so, we must some-
how alter the diagonalization step. We show and exploit the fact that the matrix
representation on Jc[f] of the g-power Frobenius endomorphism on J¢ can be
described explicitly. This description enables us to describe the matrix represen-
tation of the Weil pairing on Je[¢] explicitly. Miller [18] uses the Weil pairing
to determine generators of E(Fye), where E is an elliptic curve defined over a
finite field F, and a € N. The basic idea of his algorithm is to decide whether
points on the curve are independent by means of calculating pairing values. The
explicit description of the matrix representation of the Weil pairing lets us trans-
fer this idea to Jacobians of genus two curves. Hereby, computations of discrete
logarithms are avoided, yielding the desired altering of the diagonalization step.

Setup Consider the Jacobian J¢ of a genus two curve C' defined over a finite
field F,. Let ¢ be an odd prime number dividing the number of F-rational points
on Jc, and with ¢ dividing neither g nor ¢ — 1. Assume that the I -rational
subgroup Jc(F,)[¢] of points on the Jacobian of order ¢ is cyclic. Let k be
the multiplicative order of ¢ modulo ¢, and let kg be the least number, such
that Jco[f] € Jc(Fyr)- (Obviously, in applications ko must be small enough
for representation of and computations with points on Jco(Fyx,) to be feasible.
Hence, the algorithms presented are only efficient if kg is “small”). Write the
characteristic polynomial of the ¢®-power Frobenius endomorphism on J¢c as
Pu(X) = X4 4+ 5X3 4+ (2¢" 4 (82 — 71,) /4) X2 + 5¢" X + ¢®*. Let wy, € C be a root
of P.(X). Finally, if ¢ divides 7, we assume that ¢ is unramified in Q(wy).

Remark 1. Notice that most likely, in cases relevant to pairing based crypto-
graphy the considered Jacobian of a genus two curve fulfills these assumptions.
Cf. Remark 13 and 21.



The algorithm Let J¢, ¢, q, k, ko and 71 be given as in the above setup. Note
that the numbers k and kg are computed from J¢o, ¢ and g - they are not chosen.
Since ¢ divides the number of [F -rational points on J¢, it is implicitly assumed
that Jo contains points of order ¢ defined over F,, i.e. that Jc(IF4)[¢] is non-
trivial. Notice also that we assume to know the Weil polynomial (see Section 3)
of J¢ already - it is not computed in the algorithm. In particular, we know 7.

Now, first of all we notice that in the above setup the g-power Frobenius
endomorphism ¢ on Je can be represented on Jo[f] by either a diagonal ma-
trix or a matrix of a particular form with respect to an appropriate basis B
of dc[l]; cf. Theorem 14. (In fact, to show this we do not need the Fy-rational
subgroup Jc(Fq)[f] of points on the Jacobian of order ¢ to be cyclic). From
this observation it follows that all non-degenerate, bilinear, anti-symmetric and
Galois-invariant pairings on J¢[¢] are given by the matrices

0

—a
8a,,b - 0
0

00
SOl abe @/

oo o

—b

with respect to B; cf. Theorem 19. By using this description of the pairings, the
desired algorithm is given as follows.

Algorithm 16. Let the notation and assumptions be as in the above setup. On
input the Jacobian Jc, the numbers ¢, q, k, ko, 7 and a number n € N, the
following algorithm outputs a basis of Jc[l] or “failure”.

1. If ¢ does not divide Ty, then do the following:

(a) Choose points O # x1 € Jo(Fg)[l], 22 € do(Fgr)[€] and x5 € Jo(F 4r0) (]
(cf. Section 8 for details on how to choose points); compute xs = q(xf —
e(a))—p(as—p(z3)). Ife(xs, p(xs)) # 1, then output {x1, v2, v3, p(23)}
and stop.

(b) Let i =j =0. While i <n do the following:

i. Choose a random point x4 € Jc(F 4k )[€].
ii. If e(xzg,x4) =1, theni: =i+ 1. Else i :=n and j := 1.

(¢) If j =0, then output “failure”. Else output {x1,x2,x3,T4}.

2. If ¢ divides T, then do the following:
(a) Choose a random point O # x1 € Jo(Fy)[(].
(b) Leti=j=0. While i <n do the following:
i. Choose a random point xo € Jc(F 4k, )[4].
ii. If e(xy,20) =1, theni: =i+ 1. Else i :=n and j := 1.
(¢) If j =0, then output “failure” and stop.
(d) Leti=j=0. While i <n do the following:
i. Choose random points ys3,ys € Jc(Fyro)[l]; compute x, = q(y, —
e(yw)) — e(yw — @(y)) for v=3,4.
ii. If e(xzg,x4) =1, theni: =i+ 1. Else i :=n and j := 1.
(e) If j =0, then output “failure”. Else output {x1,x2,x3,T4}.



Algorithm 24 finds generators of Jo[¢] with probability at least (1 — 1/en)2

q"0—1

and in expected running time O (logllog 7 ko log ko log q) field operations

in F, (ignoring loglog ¢ factors); this is contained in Theorem 25. The algorithm
[5, Algorithm 4.3] runs in expected time O(k?log k(log p)2¢*~*\/—log¢), where
the number s is given by |Jc(Fsx )| = mf® and £  m, and e is the rate of
failure. Hence, if s > 4, then Algorithm 24 is by far more efficient than [5,
Algorithm 4.3]. [5, Algorithm 4.3] is used in [5] to compute endomorphism rings
of Jacobians of genus two curves, and this in turn has applications for generating
Jacobians of genus two curves using the CRT version of the CM method [4].
Hence, Algorithm 24 also has applications for generating Jacobians of genus two
curves.

If the Weil polynomial splits in distinct factors modulo ¢, then the problem
of determining a basis of the ¢-torsion subgroup is trivially solved: the ¢-torsion
subgroup decomposes in four eigenspaces of the g-power Frobenius endomor-
phism, so to find a basis, simply choose an ¢-torsion point and project it to the
eigenspaces. A standard example is the Jacobian J¢ of the curve over F3 given by
y? = 2° 4 1. The Weil polynomial of J¢ is given by P(X) = X* 49, the number
of Fs-rational points on J¢ is |Jo(Fs)| = P(1) = 10, and P(X) factors modulo 5
as P(X) = (X —1)(X —2)(X —3)(X —4) (mod 5). But there are cases where
the Weil polynomial does not split in distinct factors; cf. the following example.

Example 1. Consider the Jacobian J¢ of the curve over Fg given by
y2zw5+2x2+x+1 .

The Weil polynomial of J¢ is given by P(X) = X* + X% — X2 +3X + 9, the
number of Fs-rational points on J¢ is |Jo(Fs)| = P(1) = 13, and P(X) factors
modulo 13 as P(X) = (X — 1)(X — 3)(X — 4)? (mod 13).

Remark 2. To implement Algorithm 24, we need to find the Weil polynomial
of the Jacobian. On Jacobians generated by the complex multiplication method
[23, 10, 4], we know the Weil polynomial in advance. Hence, Algorithm 24 is
particularly well suited for such Jacobians.

Assumption

In this paper, a curve is an irreducible nonsingular projective variety of dimen-
sion one.

2 Genus two curves

A hyperelliptic curve is a projective curve C' C P™ of genus at least two with a
separable, degree two morphism ¢ : C — P!. Tt is well known, that any genus
two curve is hyperelliptic. Throughout this paper, let C be a curve of genus two
defined over a finite field F, of characteristic p. By the Riemann-Roch Theorem



there exists a birational map ¢ : C — P2, mapping C to a curve given by an
equation of the form

y* +g(@)y = h(z) ,
where g, h € F,[z] are of degree deg(g) < 3 and deg(h) < 6; cf. [2, chapter 1].

The set of principal divisors P(C) on C' constitutes a subgroup of the degree
zero divisors Divy(C). The Jacobian J¢ of C is defined as the quotient

Jo = Dive(C)/P(C) .

The Jacobian is an abelian group. We write the group law additively, and denote
the zero element of the Jacobian by O.

Let ¢ # p be a prime number. The £"-torsion subgroup J¢[¢"] C J¢ of points
of order dividing ¢™ is a Z/{"Z-module of rank four, i.e.

Iclt"] ~ 20T x T)O"T x T x LT

cf. [15, Theorem 6, p. 109].
The multiplicative order k£ of ¢ modulo ¢ plays an important role in crypto-
graphy, since the (reduced) Tate-pairing is non-degenerate over Fi; cf. [11].

Definition 3 (Embedding degree). Consider a prime number { # p divid-
ing the number of Fy-rational points on the Jacobian Jc. The embedding degree
of Jc(F,) with respect to £ is the least number k, such that ¢* =1 (mod £).

Closely related to the embedding degree, we have the full embedding degree.

Definition 4 (Full embedding degree). Consider a prime number { # p
dividing the number of F-rational points on the Jacobian Jc. The full embedding
degree of Jc(Fy) with respect to £ is the least number ko, such that Jc[f] C
HC’(Fqkn)-

Remark 5. If Jc[f] C dc(Fyro), then € | g% — 1; cf. [15, Theorem 6, p. 109
and [6, Proposition 5.78, p. 111]. Hence, the full embedding degree is a multiple
of the embedding degree.

3 The Frobenius endomorphism

Since C' is defined over F,, the mapping (z,y) — (2?,y?) is a morphism on C.
This morphism induces the g-power Frobenius endomorphism ¢ on the Jaco-
bian Jc. Let P(X) be the characteristic polynomial of ¢; cf. [15, pp. 109-110].
P(X) is called the Weil polynomial of J¢, and

[dc(Fg)| = P(1)

by the definition of P(X) (see [15, pp. 109 110]); i.e. the number of F,-rational
points on the Jacobian is P(1).



Definition 6 (Weil number). Let notation be as above. Let Pi(X) be the
characteristic polynomial of the ¢ -power Frobenius endomorphism @, on Jc.
A complex number w,, € C with Py,(wn,) =0 is called a ¢™-Weil number of J¢.

Remark 7. Note that Jc has four ¢"™-Weil numbers. If P;(X) = [[,(X — w;),
then P, (X) = [[,(X — w"). Hence, if w is a ¢-Weil number of J¢, then w™ is
a ¢"-Weil number of J¢.

4 Non-cyclic subgroups

Consider a genus two curve C' defined over a finite field Fy. Let P,,(X) be the
characteristic polynomial of the ¢™-power Frobenius endomorphism ¢,, on the
Jacobian Jo. P, (X) is of the form P, (X) = X? 4+ sX3 +tX2 4 s¢™ X + ¢*™,
where s,t € Z. Let 7 = 8¢™ + s2 — 4t. Then P,,,(X) = X* +5X3 + (2¢™ + (s —
7)/4) X2 + s¢™ X + ¢*™. In [22], the author proves the following Theorem 8 and
Theorem 9.

Theorem 8. Consider the Jacobian Jc of a genus two curve C defined over
a finite field F,. Write the characteristic polynomial of the ¢™-power Frobenius
endomorphism on Jc as Py (X) = X4 +sX3+(2¢™+(s2—7)/4) X2 +s¢™ X +¢*™.
Let £ be an odd prime number dividing the number of F-rational points on Jc,
and with 1q and L1q— 1. If L { T, then

1. Jc(Fqm)[l] is of rank at most two as a Z/{Z-module, and
2. Jc(Fgm)[l] is bicyclic if and only if { divides g™ — 1.

Theorem 9. Let notation be as in Theorem 8. Furthermore, let w,, be a ¢""-Weil
number of Jc, and assume that { is unramified in Q(w,,). Now assume that ¢ | T.
Then the following holds.

1. If wy, €Z, then £ q™ — 1 and Jc[f) C Jc(Fgm).
2. If wy ¢ Z, then €1 q™ — 1, Jc(Fgm)[l] = (Z/LZ)? and Jc[0] C Jc(Fyme) if
and only if £ | ¢™* — 1.

Ezample 10 (The case { { 71,). Let P(X) = X* + X3 — X% + 3X + 9 € Q[X].
By [16] and [12] it follows that P(X) is the Weil polynomial of the Jacobian
of a genus two curve C defined over F3. The number of Fs-rational points on
the Jacobian is P(1) = 13, and the embedding degree of Jo(F3) with respect
to £ = 13 is k = 3. The characteristic polynomial of the 33-power Frobenius
endomorphisms is given by P3(X) = X* + 13X3 +89X2 + 351X + 729. Hence,
Jc(Far)[13] is bicyclic by Theorem 8.

Example 11 (The case { | 7). Let P(X) = (X% —5X +9)2 € Q[X]. By [16]
and [12] it follows that P(X) is the Weil polynomial of the Jacobian of a genus
two curve C defined over Fg. The number of Fg-rational points on the Jacobian
is P(1) = 25, so £ = 5 is an odd prime divisor of |Jo(F9)| not dividing ¢ = 9.
Notice that P(X) = X* +2¢X?2 + ¢* (mod 5). The complex roots of P(X) are
given by w = %‘/Tl and @, and 5 is unramified in Q(w). Since 92 = 1 (mod 5),
it follows by Theorem 9 that Jc(F9)[5] ~ Z/5Z & Z/5Z and Jc[5] C Ic(Fs1).



Inspired by Theorem 8 and Theorem 9 we introduce the following notation.

Definition 12. Consider the Jacobian Jc of a genus two curve C defined over
a finite field Fy. We say that the Jacobian is a J(¢,q, k, 7)-Jacobian or is of
type J(L, q, k, 7)), and write Jo € J(L, q,k,7%), if the following holds.

1. The number { is an odd prime number dividing the number of F,-rational
points on Jc, € divides neither ¢ nor ¢ — 1, and Jc(Fy) is of embedding
degree k with respect to {.

2. The characteristic polynomial of the q*-power Frobenius endomorphism on J¢
is given by Pi(X) = X* + sX3 + (2¢F + (52 — 1) /4) X% + 5¢" X + ¢%*.

3. Let wy be a ¢*-Weil number of Jc. If £ divides Ty, then ( is unramified

Remark 13. Since ¢ is ramified in Q(wy,) if and only if £ divides the discriminant
of Q(wy) (see |20, Theorem 2.6, p. 199]), £ is unramified in Q(wy) with probability
approximately 1 — 1/¢. Hence, most likely, in cases relevant to pairing based
cryptography the considered Jacobian is a J(¢, ¢, k, 7,)-Jacobian.

5 Matrix representation of the Frobenius endomorphism

An endomorphism 1 : Jo — J¢ induces a linear map ¢ : Jc[€] — Jclf] by
restriction. Hence, ¢ is represented by a matrix M € Mats(Z/¢Z) on Jc[¢).
If 4 can be represented on Jc[¢] by a diagonal matrix with respect to an ap-
propriate basis of Jo[f], then we say that v is diagonalizable or has a diagonal
representation on Jc[f].

Let f € Z[X] be the characteristic polynomial of ¢ (see [15, pp. 109-110]),
and let f € (Z/¢Z)[X] be the characteristic polynomial of 1. Then f is a monic
polynomial of degree four, and by [15, Theorem 3, p. 186],

F(X)=f(X) (mod?) .

By Theorem 8 and Theorem 9 we get the following explicit description of
the matrix representation of the Frobenius endomorphism on the Jacobian of a
genus two curve.

Theorem 14. Consider a Jacobian Jo € J(¢,q,k, 7). Let v be the g-power
Frobenius endomorphism of Jc. If ¢ is not diagonalizable on Jc[f], then ¢ is
represented on Jc[f] by a matriz of the form

1000
0g0 0
000 —q 1)
001 c

M

with respect to an appropriate basis of dc[€]. In particular, ¢ # ¢+ 1 (mod ¢).



Proof. Assume at first that ¢ does not divide 7. Then we know that g (Fq)[¢]
is cyclic and that Jo(Fgx)[€] is bicyclic; cf. Theorem 8. Choose points z1,zy €
Jcld], such that p(z1) = z1 and ¢(z2) = gza. Then the set {z;, 22} is a basis
of Jo(Fyx)[f]. Now, extend {z1,x2} to a basis B = {x1,z2, 23,24} of Jc[f].
If 3 and z4 are eigenvectors of ¢, then ¢ is represented by a diagonal matrix
on Jo[f] with respect to B. Assume z3 is not an eigenvector of . Then B’ =
{z1, 22,23, 0(x3)} is a basis of Jc[f], and ¢ is represented by a matrix of the
form (1) with respect to B’.

Now, assume / divides 7. Since ¢ divides ¢* — 1, it follows that Jo[¢] C
Jc(Fgr); cf. Theorem 9. Since £ divides the number of F,-rational points on ¢,
1 is a root of the Weil polynomial P(X) modulo ¢. Assume that 1 is an root
of P(X) modulo ¢ of multiplicity v. Since the roots of P(X) occur in pairs of
the form (a, g/«), it follows that

PX) = (X -1D"(X - ¢)"Q(X) (mod ),

where () € Z[X] is a polynomial of degree 4—2v, Q(1) £ 0 (mod ¢) and Q(q) # 0
(mod ¢). Let U = ker(¢ — 1), V = ker(p — ¢)” and W = ker(Q(y)). Then U,
V and W are p-invariant submodules of the Z/¢Z-module Jc[f], ranky,.;(U) =
ranky7(V) = v, and Jo[f] ~ U @V @ W. If v = 1, then it follows as above
that ¢ is either diagonalizable on J[¢] or represented by a matrix of the form (1)
with respect to some basis of J[f]. Hence, we may assume that v = 2. Now,
choose x1 € U such that ¢(z1) = z1, and extend {z1} to a basis {z1,z2} of U.
Similarly, choose a basis {z3, 24} of V with p(x3) = qrs. With respect to the
basis B = {x1, x2, 3, T4}, ¢ is represented by a matrix of the form

1a00
0100

00qgp
000g¢

M =

Notice that
1kaO O

010 0
00 1kg* '8
000 1

MF =

we know that ¢F = ¢, is the identity on Jc[f]. Hence,

Since Hc[q - 3C(Fqk),
a=p=0 (mod ¢), ie. ¢ is represented by a diagonal matrix with

MF =1.So Jé]

respect to B.
Finally, if ¢ = ¢ + 1 (mod ¢), then M is diagonalizable. The theorem is

proved. O

6 Determining fields of definition

In [5], Freeman and Lauter consider the problem of determining the field of
definition of the f-torsion points on the Jacobian of a genus two curve, i.e. the



problem of determining the full embedding degree ky. They describe a probabi-
listic algorithm to determine if Jo[¢] C Jo(Fyx); see [5, Algorithm 4.3]. (Notice
that Freeman and Lauter consider a Jacobian defined over a prime field IF,,, and
[5, Algorithm 4.3] determines if J¢[¢4] C Jo(F,), where ¢ = p* and d € N. This
algorithm is easily generalized to determine if Jo[¢] C Jo(Fgx) for Jacobians
defined over Fy, ¢ = p%).

In most applications, a probabilistic algorithm to determine kg is sufficient.
But we may have to compute kq. To this end, consider a J(¢, g, k, 7, )-Jacobian Jc¢.
Let w be a ¢-Weil number of J¢. In cases relevant to pairing based cryptography,
¢ is most likely unramified in Q(w); cf. Remark 13. But then the full embedding
degree of J¢ with respect to ¢ can be computed directly by the following Algo-
rithm 15.

Algorithm 15. Consider a Jacobian Jc € J(¢,q,k, 7). Let w be a q- Weil num-
ber of Jc. Assume that { is unramified in Q(w). Choose an upper bound N € N
of the full embedding degree ko of Jc with respect to £. If kg < N, then the
following algorithm outputs kg. If kg > N, then the algorithm outputs “ky > N 7.

1. Letj =1.

2. If the Weil polynomial P(X) of Jc does not split in linear factors modulo ¢,
then ¢ is represented by a matriz M of the form (1) on Jc[{]. In this case,
let ko = min{k € kN,k < N, M* =TI (mod {)}, if the minimum ezists. Else
let j = 0.

3. If P(X)=(X—-1)(X —¢)(X —a)(X —¢/a) (mod ¢), then do the following:
(a) If o # 1,q,q/a (mod £), then let ko = min{x € kN,x < N,a" =1

(mod ¢)}, if the minimum ezists. Else let j = 0.
(b) Ifa=1,q (mod £), then let ko = k.
(c) If a = q/a (mod £), then let ko = 2k.
4. If j = 0 then output “ko > N”. Else output k.

Proof. First of all, recall that ky € kN; cf. Remark 5. As usual, let ¢ be the
g-power Frobenius endomorphism of J¢.

Assume at first that the Weil polynomial of ¢ does not split in linear factors
modulo ¢. Then ¢ is not diagonalizable on J¢[€]. Thus, ¢ is represented by a
matrix M of the form (1) on Jc[€]. Since ¥ is the identity on Jc[f], it is
represented by the identity matrix I on Jo[¢]. But @0 is also represented by M*o
on Jc[f]. So M* =T (mod ¢). On the other hand, if M* = I (mod ¢) for some
number k < ko, then ¢" is the identity on Jc[f], i.e. dc[€] C dc(Fg~). But then
k = ko by the definition of kq. Hence, ko is the least number, such that A% =T
(mod ¢).

Now, assume the Weil polynomial factors modulo ¢ as

PX)=(X-1D)X -¢)(X —a)(X —¢g/a) (mod ) .

The case a #Z 1,q,q/a (mod ¢) is obvious. If & = 1,¢ (mod ¢), then
P(X)=(X-1)*(X—q)? = X*4+20 X3+ (2¢+0*—7)X?*+20¢X +¢*> (mod ¢) ,
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where 0 = —(¢ + 1) (mod ¢) and 7 = 0 (mod ¢). By Theorem 9 it follows
that Jo[f] C dc(Fyr); ie. kg = k in this case. Finally, assume that a = ¢/«
(mod ¢), i.e. that a® = q (mod ¢). Then the g-power Frobenius endomorphism
is represented on J¢[¢] by a matrix of the form

1000
0g00
00ap
000«

M =

with respect to an appropriate basis of J¢[¢]. Notice that

100 0
o {010 0
M =10012ka2k-13
000 1
Thus, Py(X) = (X — 1)* (mod £). By Theorem 9 it follows that Jc[¢] C
Hc(]quk), i.e. ko = 2k. m}

Theorem 16. Let the notation and assumptions be as in Algorithm 15. On
input Jo, the Weil polynomial modulo ¢ and a number N € N, Algorithm 15
outputs either “kg > N7 or the full embedding degree of Jc with respect to  in
at most O(N) number of operations in F,.

Proof. If the Weil polynomial of Jo does not split in linear factors modulo ¢,
then powers {M*, (M*)?, ..., (M*)N/E]Y of M modulo £ are computed; here, M
is the matrix representation of the g-power Frobenius endomorphism on J¢[f].

M is of the form
100 0

0g0 0
000 —q
001 ¢

Hence, computing powers of M is equivalent to computing powers of M' =
[Y 2] and powers of ¢. Computation of the product of two matrices A, B €
Mato(Fy) takes 12 operations in Fy, so computing the powers of M modulo ¢
takes O(N) operations in Fy.

Assume the Weil polynomial factors as (X —1)(X —¢)(X —a)(X —¢/«) mod-
ulo 0. If @« = 1,¢,q9/a (mod £), then no computations are needed. If a # 1, ¢, ¢/«
(mod £), then powers {a*, (a®)?,..., (a®)V/F} of o modulo £ are computed;
this takes O(NN) operations in Fy. 0

Remark 17. Recall that ¢ = p® for some power a € N. Assume ¢ and p are of the
same size. For small N (e.g. N < 200), a limit of O(NN) number of operations
in F; is a better result than the expected number of operations in F, of [5,
Algorithm 4.3] given by [5, Proposition 4.6]. Furthermore, the algorithm of [5]
only checks if a given number x € N is the full embedding degree kq of the
Jacobian. Hence, to find ko using [5, Algorithm 4.3], we must apply it to every
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number in the set {x € kN|kx < N}. Thus, we must multiply the number of
expected operations in F,, with a factor O(| N/k]). So if £ and p are of the same
size, then Algorithm 15 is more efficient than [5, Algorithm 4.3]. On the other
hand, if £ > p, then field operations in F, is faster than field operations in
Fy, and [5, Algorithm 4.3] may be the more efficient one. Hence, the choice of
algorithm to compute the full embedding degree depends strongly on the values
of ¢ and p in the implementation.

7 Anti-symmetric pairings on the Jacobian

On J¢[{], anon-degenerate, bilinear, anti-symmetric and Galois-invariant pairing
e:dcll] x Jcll] — pe = (¢) ST

exists, e.g. the Weil pairing; cf. e.g. [19, chapter 12]. Here, j is the group of "
roots of unity. A fast algorithm for computing the Weil pairing is given in [3].
Since ¢ is bilinear, it is given by

e(a,y) = ¢ &Y, (2)

for some matrix & € Mat,(Z/¢Z) with respect to a basis B = {x1, 22,3, 74}
of Hc[ﬂ

Remark 18. To be more precise, the points x and y on the right hand of equa-
tion (2) should be replaced by their column vectors [z]p and [y]s with respect
to B. To ease notation, this has been omitted.

Let ¢ denote the g-power Frobenius endomorphism on J¢. Since € is Galois-
invariant,

Va,y € dcll] : e(z, y)? = e(p(2), 0(y)) -
This is equivalent to
Va,y € Joll] s gz’ y) = (Ma) €(My) |

where M is the matrix representation of ¢ on Jc[¢] with respect to B. Since
(Mx)T&(My) = 2T MTEMy, it follows that

Yo,y € Joll] - 2TqEy = sTMTEMYy |

or equivalently, that ¢€ = MTEM.
Now, let e(x;, z;) = (*. By anti-symmetry,

0 a2 @13 A4
e - |Tm2 0 a2 ax
—aiz —azz 0 az

—aiq —az4 —azq 0
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At first, assume that ¢ is represented by a matrix of the form (1) with respect
to B. Since MTEM = ¢&, it follows that

a14 — qa13 = agz — azg = a14(c — (1 +¢q)) = agu(c— (1+¢)) =0 (mod ) .

Thus, a1z = a14 = a3 = agq =0 (mod £), cf. Theorem 14. So

0 a2 0 O
e — —ai2 0 0 0

0 0 0 as4

0 0 —a34 0

Since ¢ is non-degenerate, a3,a3, = det &€ # 0 (mod ¢).
Finally, assume that ¢ is represented by a diagonal matrix diag(1, ¢, o, ¢/)
with respect to B. Then it follows from MTEM = ¢&, that

a3(a—q) = a(a—1)=agg(a—1)=au(a—¢) =0 (mod ¢) .

If « = 1,¢ (mod ¢), then Jc(Fy)[¢] is bi-cyclic. Hence the following theorem
holds.

Theorem 19. Consider a Jacobian Jc € J(¢,q,k, 7). Let ¢ be the g-power
Frobenius endomorphism on Jc. Choose a basis B of Jc[l], such that ¢ is repre-
sented by either a diagonal matriz diag(1,q, a, q/a) or a matriz of the form (1)
with respect to B. If the F,-rational subgroup Jc(Fy)[€] of £-torsion points on the
Jacobian is cyclic, then all non-degenerate, bilinear, anti-symmetric and Galois-
invariant pairings on Jo[l] are given by the matrices

0

00
—a0 00
€ab=1000 b
0

’

. abe (Z/0T)*

oS oo

—b
with respect to B.

Remark 20. Let notation and assumptions be as in Theorem 19. Let € be a non-
degenerate, bilinear, anti-symmetric and Galois-invariant pairing on Jc[¢], and
let € be given by &, with respect to a basis {x1,x2, x3, 24} of Jc[f]. Then € is
given by & 1 with respect to {a =z, w2,b 23, 74}

Remark 21. In cases relevant to pairing based cryptography, we consider a prime
divisor ¢ of size ¢%. Assume ¢ is of size ¢>. Then ¢ divides neither ¢ nor ¢ — 1.
The number of F,-rational points on the Jacobian is approximately ¢*. Thus,
Jc(Fq)[4] is cyclic in cases relevant to pairing based cryptography.

8 Generators of Jc[¢]

Consider a Jacobian Jc € J(¢,q,k,7;). Assume the F,-rational subgroup of
{-torsion points Jo(Fy)[€] is cyclic. Let ¢ be the g-power Frobenius endomor-
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phism of J¢o. Let € be a non-degenerate, bilinear, anti-symmetric and Galois-
invariant pairing

e:dcll] x Joll] — pe = () ST

In the following, frequently we will choose a random point P € J¢ (Fge)[(]
for some power a € N. This is done as follows: (1) Choose a random point P €
Jc(Fga). (2) Compute P := [m](P), where |Jc(Fga)| = ml® and £{m. (3) Com-
pute the order |P| = £(7) of P. (4) If ¢(P) > 0, then let P := [¢*(")=1](P). Since
the power ¢(P) will be different for each point P, this procedure does not define
a group homomorphism from J¢(Fge) to Jo(Fge)[¢]. Thus, the image of points
uniformly distributed in Jo(Fge) will not necessarily be uniformly distributed
in Jo(Fge)[f]. A method of choosing points uniformly at random is given in [5,
Section 5.3], but it leads to a significant extra cost. In practice we believe it is
better to not use the method in [5], even though this means one might need to
sample a few extra points.

We consider the cases where ¢ { 75, and where ¢ | 7, separately.

8.1 The case £1 1y

If £ does not divide 7, then do(Fgr)[f] is bicyclic; cf. Theorem 8. Choose
a random point O # 1 € Jo(Fg)[f], and extend {z:} to a basis {z1,y2}
of Jo(Fyr)[l], where o(y2) = qya. Let 25 € Jo(F,x)[¢] be a random point. If
zy € Jo(Fy)[{], then choose another random point @5 € J¢(Fyx)[f]. After two
trials, x5 ¢ Jo(Fy)[¢] with probability 1 — 1/¢2. Hence, we may ignore the case
where 2 € Jo(Fq)[(]. Write 5, = a121 + aoy2. Then

0 # @y =75 — p(ah) = a2(1 — q)y2 € (y2)
ie. p(r2) = qr2. Now, let Jo[l] ~ Jo(Fyx)[f] © W, where W is a p-invariant
submodule of rank two. Choose a random point x4 € Jc[]. Since z§ — p(2}) €
(y2) ® W, we may assume that x4 € (y2) ® W. But then
x3 = qry — p(zh) € W

as above. If p(2%) = quaj, then 24 € Jo(Fyr)[¢]. This will only happen with
probability 1/¢2. Hence, we may ignore this case. Notice that

dc[l] = (z1, 22,73, (x3)) if and only if e(z3, p(23)) # 1;

cf. Theorem 19.
Assume e(z3, p(x3)) = 1. Then x5 is an eigenvector of . Let ¢(z3) = axs.
Then the Weil polynomial of ¢ is given by

PX) =X -DX - g)(X —a)(X —g/a) (mod {)
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modulo £. Assume a = g/a (mod ¢). Then o? = ¢ (mod £), and it follows that
the characteristic polynomial of ¢* is given by

P(X)=(X-1D}*X+1)2=X*-2¢"X2+¢* (mod ¢)

modulo ¢. But then ¢ | 7. This is a contradiction. So o # ¢/« (mod £). There-
fore, we can extend {z1,z2,x3} to a basis B = {z1, 22, z3,24} of Jc[f], such
that ¢ is represented by a diagonal matrix on Jco[¢] with respect to B. We may
assume that ¢ is given by &;; with respect to B; cf. Remark 20.

Now, choose a random point z € Jc[f]. Write z = oz +agza+a3rs + aazy.
Then e(z3,x) = (*4. So e(z3,z) # 1 if and only if ¢ does not divide a4. On the
other hand, {1, s, 23,2} is a basis of Jc[¢] if and only £ does not divide ay.
Thus, if £ does not divide 7%, then the following Algorithm 22 outputs generators
of dc[¢] with probability at least 1 — 1/em.

Algorithm 22. On input a Jacobian Jc € J(¢,q,k,7t), the numbers ¢, q, k
and Ty, the full embedding degree ko of Jc with respect to ¢ and a number n € N,
if £ does not divide T, then the following algorithm outputs a basis of Jc[l] or
“failure”.

1. Choose points O # x1 € Jc(Fy)[l], x2 € Jc(Fyr)[l] and x5 € Jo(Fyro)[l];
compute x5 = q(zh — @(a5)) — (zy — @(x3)). If e(ws, p(xs)) # 1, then
output {1, 9,23, p(x3)} and stop.

2. Leti=7j=0. While i <n do the following:

(a) Choose a random point x4 € Jc(Fro)[(].
(b) Ife(xg,x4) =1, theni:=1i+ 1. Else i :=n and j := 1.

3. If j =0, then output “failure”. Else output {x1,x2,x3,T4}-

8.2 The case £ | 73

Assume ¢ divides 7. Then Jc[f] C Jo(F4x); cf. Theorem 9. Choose a random
point O # a1 € Jo(Fy)[f], and let yo € Jc[f] be a point with ¢(y2) = qyo.
Write Jo[l] = (x1,y2) ® W, where W is a p-invariant submodule of rank two;
cf. the proof of Theorem 14. Let {y3,y4} be a basis of W, such that ¢ is repre-
sented on J¢[¢] with respect to the basis B = {z1,y2,y3,y4} by either a diagonal
matrix

My, = dlag(L q; &, q/a) )

or a matrix of the form
100 0

0g0 0
000—q| °
001 ¢
where ¢ Z ¢+ 1 (mod ¢); cf. Theorem 14.
Now, choose a random point z € Jo[f]. Since z — ©(2) € (Y2, Y3, ya), we may
assume that z € (Yo, ys,ya). Write z = aoys + azys + aays. Assume at first that

My =
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¢ is represented on Jc[¢] by My with respect to B. Then

qz — p(2) = caqya + a3qys + auaqys — (a2qys + azays + au(q/a)ys)
= a3(q — @)ys + aa(q — q/)ya;

so qz — p(z) € (y3,va). If gz — p(2) = 0, then it follows that ¢ = 1 (mod ).
This contradicts the choice of the Jacobian Jo € J(¢,q,k, 7). Hence, we have
a procedure to choose a point O # w € W in this case. Now assume that ¢ is
represented on Jo[¢] by My with respect to B. Then

qz — p(z) = aaqys + asqys + asqys — (2qy2 + asys + as(—qys + cys))
= q(as + as)ys + (uq — a3 — @aC)ya;

so again qz — ¢(z) € (y3,va). If gz — p(z) = 0, then it follows that ¢ = ¢ +
1 (mod ¢). This is a contradiction. Hence, we have a procedure to choose a
point O # w € W also in this case.

Choose random points z3, x4 € W. Write x; = a;3ys + aay4 for i = 3,4. We
may assume that ¢ is given by €; ; with respect to B; cf. Remark 20. But then
e(wg,xq) = (e3aa—asacas Hence, e(z3,24) = 1 if and only if agzaus = agsaus
(mod ¢). So e(z3,x4) # 1 with probability 1 — 1/¢. Hence, we have a procedure
to find a basis of .

Until now, we have found points z; € Jc¢(Fy)[¢] and z3,x4 € W, such that
W = (x3,24). Now, choose a random point zo € Jc[f]. Write 22 = ayzq1 +
aoy2 + asys + aqys. Then e(x1,x0) = (*2, ie. e(x1,22) = 1 if and only if g =0
(mod ¢). Thus, with probability 1—1/e, the set {z1, 22, x5, 24} is a basis of Jo[¢].

Summing up, if ¢ divides 7%, then the following Algorithm 23 outputs gener-
ators of Jo[¢] with probability at least (1 — 1/em)2.

Algorithm 23. On input a Jacobian Jc € J(¢,q,k,7r), the numbers ¢, q, k
and Ty, the full embedding degree ko of Jc with respect to £ and a number n € N,
if £ divides Ty, then the following algorithm outputs a basis of Jc|f] or “failure”.

1. Choose a random point O # x1 € Jc(Fy)[l].
2. Leti=j=0. Whilei <n do the following:
(a) Choose a random point xo € Jo(Fxo ) [€].
(b) Ife(x1,22) =1, theni: =i+ 1. Else i :=n and j := 1.
3. If j =0, then output “failure” and stop.
4. Let i =j =0. While i <n do the following:
(a) Choose random points y3,ys € do(Fro)[€]; compute z, = q(y,—p(y,))—
¢(yw = p(yn)) for v =34
(b) If e(x3,24) =1, then i :=i+ 1. Else i :=n and j := 1.
5. If j = 0, then output “failure”. Else output {1, 2, 3,24}

8.3 The complete algorithm

Combining Algorithm 22 and 23, we obtain the desired algorithm to find gener-
ators of Jo[(].
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Algorithm 24. On input a Jacobian Jc € J(¢,q,k, ), the numbers ¢, q, k
and Tk, the full embedding degree ko of Jc with respect to ¢ and a number n € N,
the following algorithm outputs a basis of Jc[l] or “failure”.

1. If £t 7, run Algorithm 22 on input (Jc, ¥, q, k, Tx, ko, n).
2. If 0| i, Tun Algorithm 23 on input (Jc, 4, q, k, Tk, ko, n).-

Theorem 25. Let Jo be a J({,q,k,1)-Jacobian of full embedding degree ko
with respect to £. On input (Jc, ¢, q, k, T, ko, n), Algorithm 24 outputs generators
of Jc[f] with probability at least (1 — 1/e*)2. We expect Algorithm 24 to run in

g —1

O (log {log ko> log ko log q)

field operations in F, (ignoring loglogq factors).

Proof. We must compare the cost of the steps in Algorithm 24. From [5, proof of
Proposition 4.6], [7, proof of Corollary 1] and [17] we get the following estimates:
(1) Choosing a random point on Jo(Fye) for some power a € N takes O(alog q)
field operations in Fge, and computing a multiple [m](P) of a point P € Jo(Fga)
takes O(alogq) field operations in F,a. (2) Evaluating the ¢®-power Frobenius
endomorphism of the Jacobian on a point P € J¢[(] takes O(alog q) field ope-
rations in Fga. (3) Evaluating the Tate pairing on two point of Jo (IFx, ) [£] takes
O(log{) field operations in I r,. The Weil pairing can be computed by com-
puting two Tate pairings, raising the results to the power qku[l and finally
computing the quotient of these numbers; see [8]. The exponentiation takes

O(log qku[l) field operations in Fx,, and a division takes O(ko?) field opera-
tions in Fx,. Hence, evaluating the Weil pairing on two point of Jo(F . )[]
takes O(log £)O(log L25=1)O (ko?) field operations in F,. (4) By using fast mul-
tiplication techniques, one field operation in Fg. takes O(log¢®loglogg¢®) =
O(alogalog q) field operations in Fy (ignoring loglog g factors).

We see that the pairing computation is the most expensive step in Algo-

k,

rithm 24. Thus, Algorithm 24 runs in O(log ¢log £ 0[1k03 log ko log ¢) field ope-
rations in I, (ignoring loglog ¢ factors). O

9 Implementation issues

To check if ¢ ramifies in Q(wy,) in the case where ¢ divides 74, a priori we need
to find a ¢*-Weil number wy, of the Jacobian J¢o. On Jacobians generated by the
complex multiplication method 23, 10, 4], we know the Weil numbers in advance.
Hence, Algorithm 24 is particularly well suited for such Jacobians.

Fortunately, most likely ¢ does not divide 73, and then we do not have to find
a ¢*-Weil number (¢ divides a random number n € Z with vanishing probability
1/¢). And if the Weil polynomial splits in distinct linear factors modulo ¢, then
we do not even have to compute 7. To see this, assume that the Weil polynomial
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of J¢ splits as
P(X) = (X — 1)(X —g)(X —a)(X —g/a) (mod {) ,

where o # 1,¢,q/a (mod £). Let ¢ be the g-power Frobenius endomorphism
of dc, and let Py, (X) be the characteristic polynomial of ©*. Then

P(X)= (X —1D)}X — o) (X —1/a*) (mod ¢) .

If ¢ divides 7, then Jc[¢] C Jo(Fyr); cf. Theorem 9. But then Py (X) = (X —1)*
(mod ¢). Hence,

¢ divides 7 if and only if o =1 (mod ¢). (3)
Assume o* =1 (mod ¢£). Then P (X) = (X — 1)* (mod ¢). Hence,
¢ ramifies in Q(w*) if and only if w* ¢ Z. (4)

See |20, Proposition 8.3, p. 47|. Here, w is a ¢-Weil number of Jc.

Consider the case where o® = 1 (mod ¢) and w* € Z. Then w = ,/ge"™™7*
for some n € Z with 0 < n < k. Assume k divides mn for some m < k. Then
w?™ = ¢™ € Z. Since the g-power Frobenius endomorphism is the identity on
the [F,-rational points on the Jacobian, it follows that w?™ =1 (mod /). Hence,
¢™ =1 (mod ¢), i.e. k divides m. This is a contradiction. So n and k has no
common divisors. Let & = w?/q = ¢'™*"/*. Then ¢ is a primitive k&*" root of unity,
and Q(¢) C Q(w). Since [Q(w) : Q] < 4 and [Q(§) : Q] = ¢(k), where ¢ is the
Euler phi function, it follows that & < 12. Hence,

if a* =1 (mod ¢), then w* € Z if and only if k < 12. (5)

The criteria (3), (4) and (5) provides the following efficient algorithm to check
whether a given Jacobian is of type J(¢,q, k, 7%), and whether ¢ divides 7.

Algorithm 26. Let Jo be the Jacobian of a genus two curve C. Assume that
the odd prime number { divides the number of F,-rational points on Jc, and
that ¢ divides neither q nor g— 1. Let k be the multiplicative order of ¢ modulo £.

1. Compute the Weil polynomial P(X) of dc. Let P(X) = H?:I(X - )

(mod ¢).

2. If oF # 1 (mod ¢) for an i € {1,2,3,4}, then output “o € J(¢,q, k, %)
and ¢ does not divide T,” and stop.

3. If k > 12 then output “Yo ¢ J(¢,q,k,7i)” and stop.

4. Output “Jo € J(0,q,k, 1) and € divides 1.” and stop.
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